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IOS watching you: Automated analysis of “zero-touch”
privacy violations under iI0S

Benjamin Altpeter, 2021-08-03



Quick recap and introduction

* Previous research [Altpeter, Wessels] on Android to answer how common tracking in
apps is actually.

« Built framework to automatically install and run apps for 60 seconds and collect their
network traffic.

» Thus, looked at tracking that happens without consent (as there was no user input).

» Analysis of 1,296 apps showed that automated data collection in the background is
common in Android apps. Apps commonly transmit device details, sensor data, events, or
even the geolocation and which data is entered in the app; often to third-parties.

* On I0OS (often hailed as more privacy-friendly), research into privacy violations by apps is
scarce and outdated.

* | have thus repeated our previous research for iOS using a very similar approach to allow
for comparisons.
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https://benjamin-altpeter.de/doc/presentation-android-privacy.pdf

Quick GDPR recap

GDPR concerns itself with processing of personal data (explicitly broad terms)
Legal basis (Art. 6(1) GDPR) needed to process personal data
» In practice, processing in apps is usually based on consent or legitimate interest
» but supervisory authorities say that consent is necessary for tracking in most cases
« Recital 32 mandates conditions for consent: “Consent should be given by a clear
affirmative act [...]. Silence, pre-ticked boxes or inactivity should not therefore constitute
consent. [...]”

Schrems |l ruling by the ECJ (July 2020) makes it almost impossible to legally transfer

data to the US
« thus: tracking with US providers most likely illegal, especially without consent
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https://www.ldi.nrw.de/mainmenu_Datenschutz/submenu_Technik/Inhalt/TechnikundOrganisation/Inhalt/Zur-Anwendbarkeit-des-TMG-fuer-nicht-oeffentliche-Stellen-ab-dem-25_-Mai-2018/Positionsbestimmung-TMG.pdf
http://curia.europa.eu/juris/document/document.jsf?text=&docid=228677&pageIndex=0&doclang=en

Image: Jeswin Thomas (Unsplash license)

Method
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Is emulation an option?

° iPhone 8

1:30 PM -

31 A
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Maybe commercial providers can help?

[_»?/\ppc’.llc-w) Demo Jpload  Pricing D Signir

Run native mobile apps
in your browser

For app previews, training, customer
support, development, testing, and
more

Start demo  |EEFSINEES

https://appetize.io/
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https://appetize.io/

Maybe commercial providers can help?

RUN THAT APP Start Team Pricing Upload Press Features

Go ahead, click and play

RuThetApp ¥ 426AM o -
& General About
l Photos 1

Applications
| Capacity
Available 1
Version
Model|

Serial Number 7PKOTJG1J1
Legal

Trust Store 01

Learn more about trusted certificates

https://www.runthatapp.com/demo/
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https://www.runthatapp.com/demo/

Maybe commercial providers can help?
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Appetize.io Docs

Getting started

Uploading apps
Playback options

Embed your app

App permissions
Cross-document messages

Custom launch pages

Overview

Create new app
Update existing app
Direct file uploads
Delete app

List apps

Usage summary

Home Demo Upload Pricing

Uploading apps

You may upload apps directly via your web browser at https://appetize.io/upload, or you may upload
programmatically via our AP

We also have many 3rd party integrations with tools such as fastlane, Bitrise, and Expo.
i0s
ForiOS,upload a .zip or .tar.gz file containing your compressed .app bundle.

Your .app bundle must represent a i0S Simulator build of your app. A simulator build can be run
in the i0S Simulator via Xcode. This is different than a IPA file, which is compiled for ARM
architecture CPUs and can only be run on physical iOS devices

One way to get the i0S Simulator build is to run your app in an i0S Simulator, and then to find the
file that is automatically generated. After running in the i0S Simulator via Xcode, look in:

~/Library/Developer/%code/DerivedData/<project - name>/Build/Products/Debug

iphonesimulator/

You may also generate the i0S Simulator build of your app by building it directly via the command

line using rdebuild

https://docs.appetize.io/core-features/uploading-apps
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https://docs.appetize.io/core-features/uploading-apps

Maybe commercial providers can help?

| Browse.... | No file selected.

Fill in Email for your receipt URL. E-mail;
| Submit |

Its Easy. How to find your iOS simulator release build of your .app :

Apple has it hidden away in SOME xCode versons. But first, ensure you are targeting the build to the Simulator, not hardware, we only accept simulator
builds at this time.

For speed, verify your scheme is set to "release” instead of the slower running "debug" build mode.

In Xcode there is a command shortcut key, but the menu location is :

"Product -> Scheme -> Edit Scheme... -> Run YourAppName -> Info Tab -> Build configuration"

1> Change your Build Configuration from "debug" to "release" for extra speed, if not already set.

2> Build your app, then test it once in the simulator.

3> Locate your .app and its optional debug symbol file (dSYM), if you want detailed crash information from us. Switch to the finder and go to the root
level of where all xCode builds are stored. Use the Finder command "Go To Folder (Shift Command G)". The path to go to first is "~/Library/Developer
fXcode/DerivedData/" without the quotes.

Your projects builds are typically inside "~/Library/Developer/Xcode/DerivedData/". A typical path to a release build looks like this "/Users/me/Library
/Developer/Xcode/DerivedData/MyCoolApp-cgcerwyxpmeekwdqrgobouaoi Build/Products/Rel iphonesimulator/MyCoolApp.app"

4> Zip together the .app and the optional dSYM into one zip, by putting them into a single temp directory, or not.

5> Go to the page you are probably already reading now to send the zip file to us: my.RunThatApp.com/upload.html

6> Enter your email address you want the link sent to, that can be used on other web sites in an iFrame, or sent in a email, or used as a link.
7> Hit the Submit button. Eventually an email will be sent regarding the status of the upload.

Done

If you get tired of the steps above, a simple script can be added to the final build phase, to automate sending, with permission, on every build. (soon)

http://upload.runthatapp.com/upload.html
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http://upload.runthatapp.com/upload.html

What about Corellium?

T e poier < -

{* VIRTUALIZATION *}
Judge rules Corellium iOS research app 'fair use’
in slap to Apple

But DMCA claims about circumventing security protections still stand

Matthew Hughes Mon 4 Jan 2021 // 16:03 UTC

5 A judge has ruled against Apple in its copyright battle with Corellium, a Florida
m startup that offers virtualized iOS instances for security researchers.

In a surprise ruling in the US district court for southern Florida last week
[PDF], Judge Rodney Smith rejected Apple's claim that the core Corellium
product infringed upon Apple's intellectual property, finding it to be legally
permissible under fair use exemptions.

This was, in part, because Corellium isn't a direct competitor to iOS aimed at
the same consumer and business users, but rather a specialist research tool
aimed at a vastly smaller audience - a virtual iPhone on a desktop. It doesn't,
for example, offer access to the App Store, allow the user to make calls, or
take pictures. The variant of iOS virtualized is stripped back and surrounded
by a suite of tools that wouldn't be of interest to the average bod — such as the
ability to modify the kernel, see and halt processes, and capture live snapshots
of an instance.

"The evidence establishes that the Corellium Product is not merely a
repackaged version of iOS — this time in a virtual environment as opposed to
an iPhone,"” wrote Smith. "Rather, Corellium makes several changes to i0OS
and incorporates its own code to create a product that serves a transformative
purpose

https://www.theregister.com/2021/01/04/corellium_ios_ruling/
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https://www.theregister.com/2021/01/04/corellium_ios_ruling/

What about Corellium?

W CORELLIUM TECHNOLOGY PRODUCTS +  ABOUT US  BLOG  GONTACT LOGIN

Security Research

Physical devices are limited. Your security research shouldn't be.
Corellium's revolutionary cloud-based research environment combines
high-fidelity virtual devices with powerful integrated tools, giving you
unparalleled insight, efficiency, and control to accelerate your mobile
security work.

Start Your Free Trial Plans and Pricing -

SPEED
M CORELLIUM an " or . .
Setupin no time.

https://corellium.com/security-research
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https://corellium.com/security-research

File Edit View Go Message EventsandTasks Tools Help
(] eln! 3

G Get Messages | v # write QJChat fZAddress Book © Tagv [ signature Switch earch = ThirdStats

Corellium Support <support@corellium.com> ¥ 9 Reply | 9 ReplyAll v - Forward| & Archive|| ® Junk| & Show HTML T Delete | Morev DKIM
You're In! 03.05.21, 03:57
acc-corellium@benni.pw ¥y

Mon, 03 May 2021 01:57:14 +0000

Valid (Signed by corellium.com)

<pm_bounces@pm-bounces.corellium.com>

W coreLLium

Are You Ready to Take Your Security Research
to the Next Level?
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(7) pevice 2) (3) CONFIRM

Select Device

(©)

- , ,
iPhone SE iPod touch 6 iPad mini 4 (Wi-Fi only)
akes 2 CPU core ik e Takes 2 CPU core

Takes 2 CPU

iPhone 7 iPhone 7 Plus

T Takes 2 CPU cores Take

https://app.corellium.com/
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https://app.corellium.com/

° DEVIGE (2) VeRsioN (3) CONFIRM
iPhane 7 plL

Select OS Version

14.5 (Build 18E199)

@) Jailbroken Non-Jailbroken

SELECT

3

https://app.corellium.com/
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https://app.corellium.com/

I’'m in!

ORELLIUM

Wc

se 47 minutes of device credit

test (iPhone 7 Plus | 14.5 | 18E199 | v Jailbroken)

@

Home

Side Button

<)

Vol. Up

(=}

Vol. Down

&

Keyboard

CONNECT FILES APPS

() SetUp VPN

b, ssh, gdb, or serial cor
ad the VPN cor

ole, you must first connect to

ation file to connect.

= \

&1 OVPN FILE

Technische

DEVICES HELP ACCOUNT

- nu

NETWORK CORETRACE SETTINGS

Connect To Device

WiFi
In Settings app, click "Wi-Fi* and select the "Corellium” network. Enter any 8-digit password,

uss

Download USBFlux to use your virtual device over USB with programs like Xcode or libimobiledevice

‘ b USBFLUX FOR MAC

Linux source

Advanced Options

vice over USB/lockdownd:

To connect to an SSH daemon running on the d

@ SSH ssh root@10.11.1.1

To attach to the i0S kernel (d

here) using a debugger with the gdb-remote protocol
@ kernelgdb 1ldb --one-line "gdb-remote 10.11.1.1:4000"
To Interact with the device's serial console:

@ console nc 10.11.1.1 2000

Benjamin Altpeter v
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CONSOLE

®

https://app.corellium.com/
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https://app.corellium.com/

I’'m in!

W CORELLIUM

test (iPhone 7 Plus | 14.5 | 18E199 | v Jailbroken)

7:55 AM

| Seacieo *
0 & datenanfragen.de

& Datenanfragen.de

Side Button

) Du hast ein Recht auf
eap Dat

@ | =

Vol. Down

&

Keyboard

=

S

DEVICES HELP ACCOUNT Benjamin Altpeter v
—
a n Qw
CONNECT FILES APPS NETWORK CORETRACE SETTINGS CONSOLE @
INDEX ~ CODE METHOD HOST START SIZE
34 301 GET datenanfragen.de May 3, 2021 2:55 PM -
35 200 GET www.datenanfragen.de May 3, 2021 2:55 PM 17.8 KB
36 200 GET mesu.apple.com May 3, 2021 2:55 PM 81.3KB
37 200 GET updates-http.cdn-apple.com May 3, 2021 2:55 PM 118 KB
38 200 GET www.datenanfragen.de May 3, 2021 2:55 PM 6.23 KB l
39 200 GET www.datenanfragen.de May 3, 2021 2:55 PM 1.21 KB
40 200 GET www.datenanfragen.de May 3, 2021 2:55 PM 2.63KB
a4 200 GET static.dacdn.de May 3, 2021 2:55 PM 57.7 KB
OVERVIEW REQUEST
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=UE-Uue><NEdu><iigld CdI SEL=ULT-0><IliEld NalE=VLIEWPUT U CUNILENLS WLULISUEVLICE-WLULI, LILtldl-5Cdie=1

href=https://www.datenanfragen.de/blog class="menu-link desktop-only">Artikel</a>
class="button button-primary icon icon-letter menu-link desktop-only" href=https://www.datenanfragen.de/generator>Anfrage generiere
href=https://www.datenanfragen.de/company class=menu-link>Unternehmensdatenbank</a>

href=https://www.datenanfragen.de/blog class=menu-link>Artikel</a></div><a href=https://www.datenanfragen.de/my-requests class=men
href=https://www.datenanfragen.de/id-data-controls class=menu-link>Meine gespeicherten Daten</a>
href=https://www.datenanfragen.de/privacy-controls class=menu-link>Datenschutzeinstellungen</a><div id=personal-menu-il8n-widget cl
rel=me href=https://github.com/datenanfragen/ class="icon icon-github" title="Finde uns bei GitHub."><span class=sr-only>Finde uns
href=https://matr to/#/+datenanfragen:matrix.altpeter.me class="icon icon-matrix" title="Unterhalte Dich mit uns Ulber Matrix."><¢
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Technische

Universitit
Braunschweig

2021-08-03 | Benjamin Altpeter | Automated analysis of “zero-touch” privacy violations under iOS | CC by 4.0 | Page 16

IAS

INSTITUTE FOR
APPLICATION
SECURITY


https://app.corellium.com/

Another dead end

Y CORELLIUM

To install an Android .apk file, simply click the Install button in the upper right corner of the Apps tab, and select the desired file. Click "OK," and a green progress
bar will appear at the bottom of the screen indicating the progress as your app is uploaded and installed on the device. Once installation is complete, the app will

appear in the list of Apps, as well as on the virtual device screen.

How to Install an iOS IPA

Important Note: On iOS, loading an app requires that the app be properly signed. You must load an app just as you would load it on a physical device. This is
required both for jailbroken and non-jailbroken devices. If you receive an error when uploading an app, please ensure your app is appropriately signed and that

you can load it on a physical device.

Alli0S applications must be signed before they can be installed on a real or virtual devic(- Corellium does not enable users to download apps from the App Store.

Ensure that the UDID of the virtual devices corresponds to the UDID of your provisioning profile. You can adjust the UDID of the virtual device in the Settings ->

Device IDs tab. Once you update the UDID, click "Save and Reboot" for the change to take effect.
Once your app is properly signed and the UDID is set accordingly, click the "Install” button on the Apps tab and select your signed .ipa file. A green progress bar will
appear at the bottom of the screen indicating the progress as your app is uploaded and installed on the device. Once installation is complete, the app will appear in

the list of Apps, as well as on the virtual device screen.
Click here for information on testing third-party iOS apps.
Troubleshooting Tips

If you are having trouble loading an app, please check the following before contacting support

1. Does your app load on a real de

https://support.corellium.com/hc/en-us/articles/360051662354-Apps
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https://support.corellium.com/hc/en-us/articles/360051662354-Apps

Let’s make the device usable

https://checkra.in/
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Surprisingly easy...

And
Ibangz

v

Posts
WWDC 2020
Projects
About Me
Privacy Policy
YfOOMS
2

(5]

Now, follow these steps to finish the configuration of the proxy on your device:

-

S v ® N o g kW N

. Open the settings.app on your device.

Tap wi-Fi.

Tap the “i" icon in the network name you want to modify.
Scroll to the bottom and tap the configure Proxy cell.
Choose Manual.

In IP address, write the address of your Mac on your network.
On port, write 8080.

Leave the "Authentication” switch off.

Launch safari, and navigate to mitm.it.

You will see the same page you saw when configuring the simulator. Click
the Apple logo to download the certificate.

. Go back to Settings, and then General > Profile. Image

Tap the “mitm proxy” profile, and tap Install. The system will ask for
your passcode.

Go back to General, and this time tap About.

Scroll down to the certificate Trust Settings option, and tap it.

for

https://www.andyibanez.com/posts/intercepting-network-mitmproxy/#physical-ios-devices
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Surprisingly easy...

O Why GitHub? Team Enterprise Explore Marketplace Pricing _ Signin

:= README.md
Contributors.

SSL Kill Switch 2 ¥ Q3L =9

Blackbox tool to disable SSL/TLS certificate validation - including certificate pinning - within iOS and macOS &
applications. Second iteration of https://github.com/iSECPartners/ios-ssl-kill-switch .

Description Languages
Once loaded into an iOS or macOS application, SSL Kill Switch 2 will patch low-level functions responsible for handling @ Objective-C58.3% @ C40.4%
SSL/TLS connections in order to override and disable the system's default certificate validation, as well as any kind of ® Maketile 1.3%

custom certificate validation (such as certificate pinning).

It was successfully tested against various applications implementing certificate pinning including the Apple App Store.
The first version of SSL Kill Switch was released at Black Hat Vegas 2012.

The most recent version iOS that is known to be supported is 14.2.
iOS Instructions
On i0S, SSL Kill Switch 2 can be installed as a Cydia Subtrate tweak on a jailbroken device.

WARNING: THIS TWEAK WILL MAKE YOUR DEVICE INSECURE

Installing SSL Kill Switch 2 allows anyone on the same netwark as the device to easily perform man-in-the-middle

S connection. This means that it is trivial to get access to emails, websites

attacks against ar

https://github.com/nabla-c0d3/ssl-kill-switch2
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https://github.com/nabla-c0d3/ssl-kill-switch2

Obtaining apps

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN"
"http://www.apple.com/DTDs/PropertyList-1.0.dtd">
<plist version="1.0">
<dict>
I—= [.] —-—=>
<key>artistName</key>
<string>AMZN Mobile LLC</string>
<key>bundleDisplayName</key>
<string>Amazon Alexa</string>
I—-= [.] —-=>
<key>storeCohort</kev>
<string>7|date=1622133000000&amp; sf=143443</string>
<key>appleld</key>
<string>frank.walther.1978Qicloud.com</string>
<key>aiBuy</key>
<true/>
</dict>
</plist>
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Obtaini
O Why GitHub? Team Enterprise Explore Marketplace Pricing _ Signin

® Cas Logos 8.4%

‘= README.md ® HTML75% Other 2.4%

AppSync Unified
Unified AppSync dynamic library for iOS 5, 6, 7, 8,9, 10, 11, 12, 13, and 14.

What is AppSync Unified?

AppSync Unified is a tweak that allows users to freely install ad-hoc signed, fakesigned, or unsigned IPA app packages
on their iOS devices that iOS would otherwise consider invalid.

Some popular use cases include:

« Installing freely-distributed apps that are unavailable from the App Store without having to re-sign the apps in
question every 7 days (if the user does not have a subscription to the Apple Developer Program)

« Assisting in the development of iOS applications with Xcode

« Cloning or downgrading already-installed apps

How do | install AppSync Unified on my jailbroken iOS device?

AppSync Unified is available from Karen's Repo: https://cydia.akemi.ai/ (Tap here on your device to automatically
add the repo!)

If you do not see AppSync Unified listed in Karen's Repo, then that just means you have another repository added that
is also hosting a copy of AppSync Unified under the same package ID

https://github.com/akemin-dayo/AppSync
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https://github.com/akemin-dayo/AppSync

Let’s start with a wish list

Aople Services Marketing Tools

EY RSS Feed Generator

Feed Settings
Courtryor Regon Vedia Type Feed Type Genre
Resuits i Smer Alowexgicit
- v [|@ Yes O No
Feed URL

00/ beicit

le/ios-appstop-free 0O/ epicit json

https:ffrss itunes apple.comyapis

Feed Results Preview

I0SApps: TopFree 1-5 100 ViewMoe

luca Q‘ 9 LwJ

https://rss.itunes.apple.com/en-us
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Backwards compatibility to the rescue

Application Edit View Window Tools Help

O / Insomnia ¥

~ http://itunes.apple.com/WebObjects/MZStore.woa/wa/topChartFragmentData Send - 87.7 ms 1847.4 KB

Auth Query Header 1 Docs Preview v Header 31

1

http://itunes.apple.com/
WebObjects/MZStore.woa/wa/topChartFragmentData
?cc=de&genreld=36&popIld=2"7
xpageSize=120&pageNumbers=0,1,2,3,4,5,6,7,8,9

Bulk Edit
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Officially supported?

OSXDaily

Home MacOS iPhone iPad Tips & Tricks News iOS Troubleshooting enanceD ey Goog

Where iOS Apps Are Stored Subscribe to OSXDaily
Locally in Mac OS X and Windows £ )

Dec 15, 2011 - 12 Comments

W Folow @OSXDaily
806 [ iTunes
|Gr]EEom(E] [(o](] (@ |
| Name 4| Date Modified Size | Kind i i
i T1UNEs Library Genius.ixap NI 10, 2051 11159 ¥ s3K8 vocumen| Tips & Tricks
| |
iTunes Library.itl Dec 10, 2011 5:26 PM 17K8  iTune..uf .

|- (2 Tunes Media Dec 10, 2011 5:26 PM - Folder - How to Cancel Pre-Orders on iPhone &
| » [ Automatically Add to iTunes. Mar 10, 2011 11:59 PM -~ Folder iPad
| v 2 mobile Applications Dec 10, 2011 5:26 PM -~ Folder
| 2] FlightCtrl HD 1.07.ipa Dec 10, 2011 5:23 PM 19.1MB 05 App - How to Check Warranty & Apple Care+
| 2 Mirror's Edge 1.1.38.ipa Dec 10, 2011 5:26 PM 125M8 05 App Status of Your Mac

2 Notebook 1.0.1.ipa Apr 17, 2011 8:26 PM 3.1MB i0S App )

B procreate 1.0L.ipa Mar 21, 2011 11:47 PM i - Forgot Apple Watch Passcode? Here's

(2] Tiger 12 1.0.2.ipa Sep 23, 2011 6:51 PM 300.3M8  0S App How to Reset It

Fs i O % , - How to Change Storage Limit for Photos
iOS apps are downloaded as bundles with a .ipa file extensions, but they are stored in on Apple Watch
different places than your default iOS backups location. If you want to access iPhone and - How to Share iCloud Storage with

iPad apps manually, here’s where to find them for both Mac OS X Lion, Snow Leopard, and Family on iPhone & iPad
Windows 7:

The easiest way to access these directories is by hitting Command+Shift+G and using Go N
ews
To Folder, note the path is different depending on the OS

Public Beta 4 of iOS 1

https://osxdaily.com/2011/12/15/where-ios-apps-stored-locally-in-mac-os-x-and-windows/

Technische

Universitat 2021-08-03 | Benjamin Altpeter | Automated analysis of “zero-touch” privacy violations under iOS | CC by 4.0 | Page 25

hwei INSTITUTE FOR
Braunschweig ‘ APPLICATION
SECURITY



https://osxdaily.com/2011/12/15/where-ios-apps-stored-locally-in-mac-os-x-and-windows/

Officially supported?

Deploy apps in a business environment with
iTunes

Learn how to deploy apps with iTunes.

= This article has been archived and is no longer updated by Apple.

Apple offers Volume Purchase Programmes and Apple Configurator on Mac to help enterprise
environments manage and mass-deploy apps on i0OS devices. But certain business partners might still
need to use iTunes to install apps.

Install apps with iTunes

If you've already installed a newer version of iTunes, you can download this version of iTunes’ for your
Mac?, PC (32-bit) or PC (64-bit) and run the installer. After installation is complete, you can continue to
deploy apps with iTunes.

You won't be prompted to download new versions of iTunes after you install this version. Manually update
to the latest version of iTunes when you finish managing your devices to ensure you have the most up-to-
date software.

https://support.apple.com/en-gb/HT208079
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How about not so officially supported?

® reddit , Search ( togm )

withi0S 13

4 iTunes 12.6.5.3 working with i0OS 13

iyl

r/ITunes
Since the posting on 'iTunes 12.6.5.3 working with i0S 13’ (https://www.reddit.com/r/ITunes @ /
/comments/d6p9tb/itunes_12653_ios_13/) is archived and replies/comments are no longer allowed,
I'm posting this thread.

r/iTunes is a 100% community-driven
subreddit. We are not officially endorsed

I've been using 'iTunes 12.6.5.3' with the latest iOS 13 Drivers for sometime now without problems. by nor affiliated with Apple.
) . . 4.7k 25
The process is a bit 'manual’ so for those interested, here are the steps:
Members Online

-download the latest (whatever it may be) iTunes.exe installer (either 64bit or 32bit --don't even know
if apple still supports only 32 bit instlalations--) -extract (using 7 Zip, Winrar, or your EXE extractor of @ Created Jun 16, 2009
choice) from the downloaded "iTunes.exe":

-AppleApplicationSupport.msi
-AppleMobileDeviceSupport.msi
-AppleMobileDeviceSupport64.msi (available for 64 bit installer/systems)

MSI Files are not like EXE files that can run other commands, thus, Prior to the install (since msi files
are not 'intelligent' as exe, thus for safety I did this) I stoped the following Services:

-Apple Mobile Device Service
-Bonjour Service

-iPod Service

then -Run (to install):

AppleApplicationSupport.msi 3 =

http://web.archive.org/web/20210527200153if /https://www.reddit.com/r/ITunes/comments/g0lggh/itunes_12653_working_with_ios_13/
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Officially supported 2.0

00 R2GI50Lv20

@ Info
Apps
Profiles

Console

iPhone 8
128 GB

356395106788056
Booted
100 %

Tech Info

14.5.1 (18E212)
Update...
FFMZP87VN1INO
CD8FBSEB540B335FEAA499FAB8C1D31ABD289AES
0x15316A3C3B002E
3C:CD:36:D4:CC:E4
3C:CD:36 :B2
26. May 2021 at 14:48

Encrypt local backup
ks up passwords and other f

108,72 GB Avallable
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Officially supported 2.0—not quite, though

iPhone | iPod touch &

Name ~ Version Seller Genre Size Kind

s
"‘:; 4 Bilder 60.141 LOTUM GmbH Games 142,4 MB  iPadfiPh.

12.4 Netmarble Co... Games 300,1MB  iPadfiPh.

. 8 Ball Pool 54.2 Miniclip.com Games 180,5 MB  iPad/fiPh.

jur a 911 Emergency Dispatch 1.069 SUPERSONIC... Games 3479 MB  iPadfiPh.
[® ABOUT YOU 6.27.0 ABOUT YOU Shopping 74 MB iPad/fiPh.

A Acrobat 210500 Adobe Inc. Business  279,5MB  iPad/iPh.

Choose from my Mac... Cancel
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Officially supported 3.0

Download

iPhone and iPad Apps on
Apple Silicon Macs

iPhone apps and iPad apps are available without modification on the Mac App Store on
Apple silicon Macs, opening new possibilities for users and developers alike. These apps
can be optimized to work with keyboards, windows, and touch-input gestures by using
existing capabilities that are already available to iPhone and iPad apps. You can even adjust
the way they work on Mac by checking for existing capabilities and enabling and disabling
features accordingly.

https://developer.apple.com/macos/iphone-and-ipad-apps/
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Officially supported 3.0

Q Search

Great iPhone & iPad Apps for Mac With M1

Discover

Arcade Overcast
Create @ @

Work

Play

Develop Zillow Real Estate & Rentals

Categories &

Updates

Apollo for Reddit Asana Rebel: Get in Shape

eBay - Buy, Sell and Save

FW  Frank Walther
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Officially supported 3.0

Castro

INSECTA

Discover

Aegosoma Anoplophora Anoplophora

DARK _ | e
N

My Dark Path ©

My Dark Path explores the fringes of history,
science, and the paranormal.

Find Something New

CATEGORIES FOR YOU

Tachnaoloav
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Probably just the

AirDrop
Recents
Applications
Desktop
Documents
Downloads
user

Macintosh HD

| R2GISOLv20

Network

&,

.ipa?

Resources

 Contents

@ _CodeSignature
B _MASReceipt
B Info.plist

B MacOS

B Pkginfo

@ Plugins

@ Resources

[& Al-Black.png
B Al-Rainbow.png
B Applcon.icns
B ar.lproj

@ Art.scnassets
B Assets.car

@ de.lproj

@ en.lproj

B es.lproj

B fr.lproj

B InsectsData.plist

B Intents.intentdefinition

B LaunchScreen.storyboardc
B Main 3.storyboardc

B Main.storyboardc

B SF-Compact...y-Regular.otf
@ zh-Hant.lproj

Loy,
%?_-, Technische

G

?ﬁ’i ¥ Braunschweig

L=

L3

<

3

)

Rl IS
wsond

&
v,

£ Universitit 2021-08-03 | Benjamin Altpeter | Automated analysis of “zero-touch”

privacy violations under iOS | CC by 4.0 | Page 33

IAS

INSTITUTE FOR
APPLICATION
SECURITY



Not all of them, though

Q. whatsapp e Results fo "Whatsapp"

Discover . ;
iPhone & iPad Apps

Arcade

Create

Work

Play

Develop

Categories

Updates

way to connect with WhatsApp Use WhatsApp on IPad

W Fmtiene | _ |
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How does the App Store do it?

Q fighlight
n |
Path Method Status Size Time

jhtlps./prE—huy,llunes,app\e.\:nm/ bjects/MZBu iyProduct?guid 1d31 POST 200 3.7kb 293ms
g https:/fis3-ssl.mzstatic.com/image/thumb/Purple125/v4/33/77/19/33771947-eb9f-6681-15a2-3151 pp! 0-0-1x_U0O 1g-0-0-0-7-0-0-sRGB-0-0-0-GLES2_U002c0-512MB-85-220-0-0.png/144x14... GET 200 6.1kb 231ms
j https://xp.apple.com/report/2/xp_amp_appstore POST 200 962b 148ms
jhups.”xp.apple.cum’report.Efxp,amp,appslore’!evenITnme:16277444%"”’“’“ =Get:Cancel apple. MZGC . Confirmf 1Ty lersion=18messa... GET 200 2b 135ms
j https://pd.itunes.apple. bjects/MZPurchaseDaap.woa/pt 101/items POST 200 39.9kb 616ms
@ https://is5-ssl.mzstatic.com/image/thumb/Purple125/v4/33/77/19/33771947-eb9f-668f-15a2-3151 pp! 0-0-1x_U0O 1g-0-0-0-7-0-0-sRGB-0-0-0-GLES2_U002c0-512MB-85-220-0-0.png/114x11... GET 200 4.3kb 236ms,
j https://xp.apple.com/report/2/xp_amp_appstore POST 200 1.5kb 182ms
j https://se-edge itunes.apple.com/WebObjects/MZStore A yButtonMetaData?ce=de f POST 200 337b 151ms
J https://i itunes.apple.com/itun ts/Purple11 3b80bE6-0cdb-4831-f22b. 15/pre-thinned3578328089394696706.thinned.signed.dpkg.ipa?accessKey=1627938836_7573136195602... GET 200 6.2mb 386ms
j https.//p63-fmf.icloud. fmip: ice/ 5] 1d31 POST 204 1.0kb 275ms
j https://p59-buy.itunes.apple. bje MZFinance. pp| pt?guid: 0b3: 1d31 POST 200 4.5kb 328ms
j https://p83-fmf.icloud. / ice/fmff: 5 1d31 Ireg POST 204 1.0kb 161ms
j https://p59-buy.itunes.apple.com/WebObjects/MZFastFinance. gDownloadD 1d31 -id=590063977898913&songld=1508839687 GET 200 228b 139ms
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How does the App Store do it?

sun_ optons [ i |

c @& 9 @ = »r x

Replay Duplicate Revert Delete Download Resume Abort

Flow i Export
Path Method Status Size Time Request | Response  Details
ID -buy.itunes.appl bjects/MZBuy. y 2guid=cd... POST 200 3.7kb 293ms
i https:/fis3-ssl.mzstatic.com/image/thumb/Purple125/v4/33/77/19/33771947-eb9f-66... GET 200 6.1kb 231ms
I j https://xp.apple.com/report/2/xp_amp_appstore POST 200 962b 148ms
J hitps://xp.apple.com/report/2/xp_amp_appstore?eventTime=1627744436003&butto... GET 200 2b 135ms
I j hitps /pd.itunes.apple. bjects/MZPurchaseDaap.woa/pt POST 200 39.9kb 616ms s appEXtVrsId</key>
@htlps./hsﬁrss\,mzstatlc&nmflmageflhumhﬂPurp\e125fv4/33/77/19f337?1947reh‘3f766“.GET 200 4.3kb 236ms EPOCE B B e
I j https://xp.apple.com/report/2/xp_amp_appstore POST 200 1.5kb 182ms
jhtlps:/fseredge itunes.apple. bjeots/MZStor y _.POST 200 3376 151ms o ———
https://i tunes.apple.com; Purplel1 Oc...GET 200 GETS G >hardwareModel</key>
Ij 7 Lt LI (2.0 o -2m! ms) g>iPhenel0, 4</string>
Jhtlps./fpsa-'mh loud. pservice/ 5 ...POST 204 1.0kb 275ms PHELEE B - e e
< g>1</string>
IjhtlpsJIPSSAhuy.llunesAapple. bjects/MZFinance. ppReceip...POST 200 4.5kb 328ms <key>kbsync</key>
<string>ARQARANSCKePURaSU+03VTySqh ZFmPAVT 1 HBSSHL L §CvIGH00+LI¥H0UCL LTnhKDT Ty Tt DFt gt 2Hog+CLgR
| ntipsirpss-tmticioud i 5 .. POST 204 1.0kb 161ms e A
Ijmm 'D59-buy.itunes.apple. b M: Downlo... GET 200 228b 139ms g>com. apple.AppStore</string>
>mtClientId</key>
g>3z3Y¥cPibzDCezdYTzClWzESnLDVEd</string>
>mtEventTime</key>
g>1627744427826</string>
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How does the App Store do it?

sun_ optons [ i |

c @& 9 @ = »r x

Replay Duplicate Revert Delete Download Resume Abort

Flow i Export
Path Method Status Size Time Request | Response Details
IDht|pspr5§~huy.|lunesapple. bjects/MZBuy. yProduct?guid=cd... POST 200 3.7kb 293ms
i https:/fis3-ssl.mzstatic.com/image/thumb/Purple125/v4/33/77/19/33771947-eb9f-66... GET 200 6.1kb 231ms
IE https://xp.apple.com/report/2/xp_amp_appstore POST 200 962b 148ms
j hitps://xp.apple.com/report/2/xp_amp._appstore?eventTime=1627744436003&butlo... GET 200 2b 135ms
Host iosapps.itunes.apple.com
IDnuszfpd.mnes.apple. bjects/MZPurchaseDaap.w POST 200 39.9kb 616MS | apple-Download-Type buy
i https:/fis5-ssl.mzstatic.com/image/thumb/Purple125/v4/33/77/19/33771947-eb9f-66... GET 200 4.3kb 236ms Accept bl
User-Agent com.apple.appstored/1.0 i05/14.5.1 model/iPhonell, 4 hwp/t8015 bu
IDnupsﬂxp.applemmepomzfxpfampfappsmre POST 200 1.5kb 182ms 11d/18E212 (6; dt:160) AMS/1
) Accept-Language en-us
jhtlps:/fseredge itunes.apple. bjects/MZStor y _.POST 200 337b 151ms i
Accept-Encoding gzip, deflate, br
ID . itunes.apple comi pletl oc..GET 200 6.2mb 386ms | Comnection keep-alive
j https:/p63-mf.icloud pservice/ 5 ...POST 204 1.0kb 275ms
Request content missing
IDht|psprSSAhuy.lmnesAapple. bje MZFinance. pp| ip...POST 200 4.5kb 328ms
j https:/p63-fmt.icloud. i 5 .. POST 204 1.0kb 161ms
ID https://p59-buy.itunes.apple. b M. . Downlo... GET 200 228b 139ms
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What do we actually need for the request?

<plist version="1.0">
<dict>
<!-- [Not all parameters listed, some reordered.] -->
<key>appExtVrsId</key>
<string>841303723</string>
<key>salableAdamId</key>
<string>1508899687</string>
<key>hardwareFamily</key>
<string>iPhone</string>
<key>hardwareModel</key>
<string>iPhonelO, 4</string>
<key>osVersion</key>
<strina>14_5_ 1</strina>
<key>kbsync</key>
<string>AAQAAAWSCxePWRaSu+o3VTySghjZFmPdV71WB8sW11jCvIGWo0+LO9VulOUcilTnhKb77yTtDFtgtZWog+cLgRrFg
5dyPoHbgK5LsSIRKTI6fddbnPnkl1YXj/3F4CXwWLI9xZwecRf1iREfpu89yXK7T04g3L6f0Lux6uPdNUmo+YaLvYPezZXfUL
Oh1HgDODF31ZH91duBHW2dV1AIOEZztNJIJGmMOO1dTT5d8RwgVuWLcohiEksnguxdOtACECxYIpDtPL8PaY9%ex4bNbjly2xG
JBYUsOkR7wMHMCZZQeaeXCNs2gX+ZNNpBg+m4J1drkgQ+1WDtkKkVE4J51w3]) 9bpiSwQfpc2KYm2B8JhdOR/hZYRTDsV+
Vw0tG4QPcE9/zNg/KgRXp+yEBe6FL6WkKprg72ttDulrB/idwKylZ6XUcLiljdrHZV</string>
</dict>
</plist>
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kbsync, you say?

REE wm % WE @F COF- GEER B” R0 - 155 a -
#ESiLKE - SREE g
[RBhE AFAFZitunes kbsynciX N E£IS? i‘;\ cantellow

3 ) 3 *
f

itunesTEMLappMEHR SR —MINEF & 2
AAIAALNZmI92d8M2KKNEHZtZvnxT/toPqCOI2B9FbdbQksfimEcV+e5sRKjc8JS489ZG w+MwVh8ipSoTWtU1hOWS 3
A7pm4R1QVRjyp28eLr2iWXswLIEGKcwqH7ekudEf25kQ2g==

+%5E
BFRZLAEAMRIODNER, FIURAODMERERIFHIZS:
http://bbs.pediy. /showthread.php?p=1104955#post1104955
http://bbs.pediy.com/showthread.php?p: pos! T
BEBREMAIEORN, URAMT HAdlPniftasE, EFRGNZETRAUTAMNE, Fit#axs REY|RappIEHD]

TEE? ANAFM— T, XFRRIEN
BEBRLFREMS (SDC2021) WIHEKEXFFE! .

UL REUE S S P
B ST 50T SHENIAILE
EREH P
BiREIE (1
https://bbs.pediy.com/thread-156752.htm
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kbsync, you say?
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AQMUHMCTPUPOBaHME  [n3aiH  MeHer BHT  MapkeTuHr  Haysnon

l;f. ZonDB80 7 asrycta 2012 & 15:19

PeBepcC-MHXXMHUPWHT in-app Nokynok Apple. (unn «Tam» BCe
TOXKE NIeHUBbIE)

Urehopmalmorian BesonacHocTs
Intro

Mpuser, xabp! Tel HaBEPHOE 3HaELb 0 HEAABHKUX COBBITUAX, KOTOPBIE PACMIMAPMIN N0 MHTEPHETY Kak
«B3NOM» CUCTEMBI in-app nokynok apple. Tak BoT, 370 BbINo He coBcemM Tak. AT Aame He Bbino

BanomMom. M KnioueBkle BLIBOAL!, KOTOPLIE A cAenan:

* 3aKpbiTOCTL<>3alUMLLIEHHOCTE

« B Apple Toxe o4eHb Aake NEHWBLIE NiAW paboTaloT

TaK BOT, 1 Xouy PaccKa3aTe Kak 1 UTO Jenanack, 106aBMTE HEMHOMD COPLOE, 4a 1 BOOGLLE, NOMLITaTLCs

HanpaBWTb MbIGNW B NPaBKUMbHOE PYCo.
TexHonorus
B pacuset 06nayHbIx U CepBUCHbBIX MH(PPACTYKTYP, O4EHb MHOMOE NONaraeTcs UMEHHO Ha CEPBEePHYID

uyacTe. W 3pa. Kak nokazana NpakTvka, kak pa3paGoTunki KNUEHTOB, Tak 1 pa3paboTumkn cepaepos

oyeHb neHsATeA. ToNbKo B Cryyae ¢ nocneaHumu ato BeinueaeTcs B BonbLWoi ckaHgan

HYUTAKOT CEAYAC

BepToneTsl Ha Mapce Xy»KaT W He
oTbpaceiBaloT TeHb

26K 49

MNoyemy A 0Tkazanca oT 18 Teicad
A0NNapos ne GayHTK-Nporpamme
Apple

10K 1

KOCMOHABTLI BNEpBLIC BOLIAM B
monynb «Hayka»

7.4K 57

[N4HeiF oneIT] TOHAOH: He BCeraa
Me4Ta ANA NPOrpaMMKUCTa. Kak
MMBETCA B CToNMLEe BpuTaHm Bo
BpemMs KOpOHaBUpPYyCa

2.8K 2

MNone3oBaTenm 06BACHUM, NoYEMY
Google HeobbiyHO obpabaTeiBaeT
urn! Turn! Turn!»

Do

https://habr.com/ru/post/149207/
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kbsync, you say?

FOF

¥R gsa RSS2k login Hix
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<y EE » AITELAL, BEREREHT —IREZASEMEZIE.

RBRE, MiTunes BRIBIHTTNFNIMT. BREEETspdFERAT, FHMIEEH
xR, BB,

EDMENFABEZE, REM—LESTIF. MBERICEREINIFRR, github EREF
B,

i#d 3fiTunes windows li0S10.x REHITHME, LKMMBEEERAR/NE, 0SFiRFHT
18, HIEwWInT x863F 3 iTunes 12.6.20 #1T 7 ¥ @51,

A0.E #FARROD + 8K StrongOD, FFA T RFEE 2.

ERNZE, KBENB TappleIXEFRA, MFHRwindowsiBEKIX S, iTunes EmMac
iTunes 3% i0S LR HBRTL—HH.
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https://www.zhihu.com/column/p/29278195

1Ly
o N o e

%+ Technische
%E Universitit 2021-08-03 | Benjamin Altpeter | Automated analysis of “zero-touch” privacy violations under iOS | CC by 4.0 | Page 41

33 g hwei INSTITUTE FOR
S raunschwels APPLICATION
WsCh

SECURITY



https://www.zhihu.com/column/p/29278195

So close and yet so far...

[ T ST YN[ nA\QQE [RESA] [HEEH] @ @ o

©@ms2s Oxaxs)
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http://www.ymsky.net/views/64756.shtml
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Some one else must have figured this out, right?

e iMazing = es { S ite Store English -

Download & Install Apps
to iPhone or iPad from
Mac & PC

Manage your iOS apps your way. Enjoy a
powerful tool to download your apps (.ipa) to
your computer, and install them to your iOS
devices. Save and restore your game progress

or app documents and settings.
Free Download Buy Now

910000 HIBOSRORAS B

https://imazing.com/ios-app-management
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https://imazing.com/ios-app-management

Not so iMazing, after all

Technische

Universitat
Braunschweig

My

[l pevice | C tibrary |

@ element messenger

Manage Apps

App Store

El

€

) App Store

Element Messenger has not yet been acquired by the Apple ID
frank.walther.1978@icloud.com.

iMazing can enly download apps which you have already purchased or
acquired from the App Store. You can also try to sign in with another

Apple ID.

5

@’

R2GI50Lv20 l

iPhone 8 - 05 14.5.1

rireTox

Christmas and Happy New Year

39.25 MB

(@ frank.walther1978@icloud.com

Installed  Size

13023 MB
" 130.58 MB

[
(:J 313 MB
P 4230 MB
(:; 12.84 MB
P 57.89 ME
° 192.59 MB

Done

Add from App Store

Q@ |

Sign Out

Download

Done
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3uTools saves the day

0 A 0 = <

iDevice Apps ; Flash & J8 Toolbox Tutorials

| iPhone iPad ? Q cID: | frank.walther.1978@iclou...

I XY Featured

W Apps
Recommended

o Why you must bind Apple ID before purchasing apps?

Monthly Rank Is it safe to bind Apple ID?  How to bind Apple ID?  How to unbind Apple ID?

Total Rank

O O @D
T @ D o &

Popular
D Clash Royale Mobile Strike
Monthly Rank gﬁ ; ﬁ 3 "
i 1 Clash Royale~ Superce Mobile Strike - Epic War LLC
f Game of War - Fire Age Clash of Clans
a Game of War - Fire Age - Machine Z. @ Clash of Clans - Supercel

Candy Crush Saga W Clash of Kings - CoK
. | e e " =73,
_f, - ELEX s

S )
S

Q No iDevice

Downloaded files will be
saved to PC

sh Saga - King Clash of Kings - Col Wireless
[] CloseiTunes V2.56 Feedback Check Update e
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3uTools saves the day

& ©

iDevice T & Wi Flash & J8 Toclbox Tutorials

Downloads

Downloading
| | O Task

(] Name Size Status Operation
Downloaded

A Apps

4 Music

O @ Candy Crush Sag... 125.02 MB Purchasing...

D

Ringtones

Wallpapers

[BI2

Videos

Books

a m

Firmwares

oo
oo

Others

Downloaded files will be 190 SR - - 135 47ME
Candy Crush Saga - King Clash of Kings - CoK - ELEX Wireless
[[] CloseiTunes V2.56 Feedback Check Update °
e,
a2t Technische
& 2 . . . « y . . . .
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3uTools saves the day

Downloads

l Downloading

I Q Task

Downloaded

I A Apps
I Music
l:l Ringtones
& Wallpapers
(=)

Videos

oo

Books

@.

Firmwares

B Others

oo
Gl

€' No iDevice
Downloaded files will be
saved to PC

[] Close iTunes

- B8 x
4 addfiles (2 Install € Delete Open Folder  [#]] Massinstall = | All ~ | | Enter search keywor..,
Name Version Size Update Applicable Operation
Candy Crush Saga_1.207.0 1.207.0 125.02 MB 059+ x
= | App - [m] X
Home Share View [7]
A« Users > benni > AppData > Roaming > 3uTools » App v ® | Search App »p
~
Name Date modified Type Size
8 Candy Crush Saga_1.207.0.ipa 31/07/202119:04 105 App 128,030 KB
1item
1 item (Disk free space: 18,1 GB) 125 MB I Computer

Candy Crush Saga

Candy Crush Saga - King

Downloaded

Clash of Kings - CoK

V2.56 Feedback

Clash of Kings - CoK - ELEX Wireless H =

L]
Check Update
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A final road block

m : - =

iDevice T 8L W Flash & JB Toolbox Tutorials

iPad ', | corona-wem-app @] ApplelD: | frank.walther.1978@iclow...
| W Featured " corona-warn-app " related items were not found.

Apps

Recommended

Popular

Monthly Rank

Total Rank

Games

Recommended

Popular

Monthly Rank

Total Rank

@ No iDevice

Downloaded files will be

saved to PC w

[] Close iTunes V2.56 Feedback Check Update ®
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Or just a minor hurdle?

Q Search lighlight
I | Intercey

Path Method Status Size Time
<3| http:/fapp.pcres.3u.com/app_list.action POST 200 2.8kb 909ms

g https://is3-ssl. mzstatic.com/image/thumb/Purple118/v4/86/4d/17/864d17a1-b688-4338-b876-d813ef79c56c/source/100x100bb.jpg GET 200 7.6kb 1s
=—| https #/is1-ssl.mzstatic.com/imag Purple124/v4/25/09/96, 0d44-b65b-18fd-7fed8fff1183/source/100x100bb.jpg GET 200 6.9kb 1s
j https:#/buy.itunes.apple.com/WebObjects/MZFinance.woa/wa/authenticate POST 200 3.7kb  2min
g http//app.peres.3u.comistats_operate.action?objType=1&optType=1 POST 200 40b 679ms
—| http:/fies.pelog.3u.comleg/info/uploadLog.go?type=2 POST 200 771b 5g

_—I https://buy.itunes.apple.com/WebObjects/MZBuy.woa/wa/buyProduct POST 200 11.1kb  2min
Sox https://buy.itunes.apple.com/WebObjects/MZFastFinance.woa/wa/songD loadDone?Pod=22& |d=43781826089uid=5036005F.8DD1C081.00000000.BA131198.4806E085.0EE93C0B.8AE9939D&download-id... GET 0 4s
:l https:#/p59-buy.itunes.apple.com/WebObjects/MZFastFinance.woa/wa/songDownloadDone?songld=4378182608guid=50360D5F.80D1C091.00000000.BA 131198.4806 E085.0EE93C0B 8AE9339D&download-id=590... GET 200 228b 4s
j http:/fios.pelog.3u.comiag/info/uploadLog.go?type=3 POST 200 385b 307ms
:| http:/fies.pelog.3u.com/log/info/uploadLog.go?type=2 POST 200 937b 560ms
[aoe0 [z ]
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Doesn’t that request look familiar?
st Optons | Fiow |

c @& 9 E3 > x

Replay Duplicate Revert Delete Download Resume Abort

Flow Madification Export
Path Method Status Size Time Request | Response Details
> | http://app.peres.3u.com/app_list.action POST 200 2.8kb 909ms
E—I https://is3-ssl. mzstatic.com/image/thumb/Purple118/v4/86/4d/17/864d17a1-b688-4... GET 200 7.6kb 1s Host buy.itun pple.com
) User-Agent iT /11.4 (Windows; Microsoft Windows 7 x86 Ultimate Edition §
§| https:/is1-ssl.mzstatic.com/imag Purple124/v4/25!1 0dad-b... GET 200 69kb s - Pack 1 (Build 7601)} AppleWebKit/536.30.1
:l https:#/buy.itunes.apple.com/WebObjects/MZFinance.woa/wa/authenticate POST 200 3.7kb  2min| A
Cookie ns-mzf-1i 104-14-443-52-240-9019-597195-59-5t44; countryVerifi
http./fapp.pcres.3u.com/stats_operate.action?objType=180ptType=1 POST 200 40b 679ms eds=1; I t=1; mzf in=597195; sion-store-id=933443C4AC59F08

CDOBC4688F05DBB16; NSC
:| http:/fias.pelog.3u.com/logfinfo/uploadLog.go?type=2 POST 200 771b 58

I D https://buy.itunes.apple.com/WebObjects/MZBuy.woa/wa/buyProduct POST 200 11.1kb  2min

6bL5SABOS

V!
GUgBxtez+dHoryivpmVEM2+m2my 6ESPrOTNEA PKITII0T
https:/buy.itunes.apple.com/WehObjects/MZFastFinance.woa/wa/songDownloadD... GET 0 4s / 2KxxmPEipPocnCGwF TOXGEFIIAAGLZ)G1l22+J1iDzvETMIYIOIBI=;
0235749998; itspod=59; mz_at0-20235749998=AwDAN? Oz
acJHTY63Bo4kJH+Kngl ; mz_at
ByrlGkaLzyEixplHTYINLyAnubVmzJ
db043866ab575bb91059; vrep=CO6ULLFL QICBAAEgQIChAA
EgOIANAREGDTBXAREGOT DXAREGD TARAMEGDICRAREGOTE

EgQIDRAAEGQIBhAREGQIBEAREGQICKXAREGQIDhAREGQIDEAR; wosid-lite=Twv
4£PoxJJWF4bbfun8BF0

:I https://p59-buy.itunes.apple.com/WebObjects/ MZFastFinance.woa/wa/songDownlo... GET 200 228b ds|

:| hittp:/fios. pelog.3u.com/lag/info/uploadLog.go?type=3 POST 200 3856 307ms

EQOIAXAA

:|htlp.mes‘pclog.3u.ccn'dluglmle#upload\_og.go?lype=2 POST 200 937b 560ms

X-Apple-Store-Front 143443-1,17

Content-Type application/x-apple-plist

Cache-Control no-cache

Referer http://itunes.apple.com/cn/app//id1225032527mt=8
Accept-Language zh-cn, zh;q=0.5

X-hpple-Tz 28800

X-Token AwIAARECAAGVQAAARABGT 1Gkf TsNCsrOr fwpLAtNZOY jaK1ZHy T
X-Dsid 20235740998

Connection Close

Content-Length 1323

ml vers
! DOCTYPE pli
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We’ve identified our hurdle

Start Options Flow

c @& 92 o & > x
Replay Duplicate Revert Delete Download Resume Abort
Flow Madification Export ion
Path Method Status Size Time Request | Response | Details
@ http://app.peres.3u.com/app_list.action POST 200 2.8kb 909ms:
E—I https://is3-ssl.mzstatic.com/image/thumb/Purple118/v4/86/4d/17/864d17a1-b688-4... GET 200 7.6kb 1s
EI https:#/is1-ssl. mzstatic.com/imag Purple124/v4/25/( Od44-b... GET 200 6.9kb 1s 20,
j https:#/buy.itunes.apple.com/WebObjects/MZFinance.woa/wa/authenticate POST 200 37kb  2min -
<3| htip:/iapp.pores 3u.com/stats_operate.action?abjType=10ptType=1 POST 200 40b 679ms sbpemers dﬁaj LIRS LTI 10 GRS
;lhttpmes‘pclog.Su.camflcgfmle#up\oad\_og.go?typezz POST 200 771b 5% “-co : "https://is3-ssl.mzstatic.com/image/thumb/Purplell8/vd/86/4d/17/864d17al-b6s
:I https://buy.itunes.apple.com/WebObjects/MZBuy.woa/wa/buyProduct POST 200 11.1kb  2min - “a,zé,
ttps:/buy.itunes.apple.com/WebObjects/MZFastFinance.woa/wa’songDownloadD... GET o 4s| - M: afz 7: ;.. ,
:l https://p59-buy.itunes.apple.com/WebObjects/ MZFastFinance.woa/wa/songDownlo... GET 200 228b ds| o T,
j http:/fios.pelog.3u.comiag/info/uploadLog.go?type=3 POST 200 385b 307ms
:| http:/fies.pelog.3u.com/log/info/uploadLog.go?type=2 POST 200 937b 560ms 20 T an,
87993607,

1.mzstatic.com/image/thumb/Purplell5/vd/5b/b0/dd/5bb0dd36-303

1078584965",
wan,

[s000 [z
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The only logical solution

def response(self, flow: http.HTTPFlow) :

if (flow.request.pretty url == "http://app.pcres.3u.com/app list.action"):
1 = int(flow.request.urlencoded form.get ("page")) - 1
apps = self.apps[0+i*¥20:20+1*20]
res _apps = [{
"versionid": "O",
"icon": f"https://via.placeholder.com/100?text={a['buyData']['bundle-id']}",
"itemid": a['id'],
"id": idx + 1 * 20,
"slogancolor": "#f0f0f0",
"appname": a['name'],
"sourceid": a['buyData']['bundle-id'],
"minversion": a['buyData']['minimum-os-version'],
"sizebyte": a['buyData']['file-size'],
"longversion": a['buyData']['minimum-os-version'],
# [..]
} for idx, a in enumerate (apps) ]
res = { "success": True, "type": 104, "list": res apps, "co": 20 }
flow.response.content = json.dumps (res) .encode ("utf-8")
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An improved 3uTools

Flash & JB Toolbox Tutorials

iPad Apple ID: frank.walther1978@iclou...
Featured Recommended Choose category: ALL
QD 2pps 1. luca app 2. Google Arts & Culture
Recommended B - - )
1. luca app 2. Google Arts 8 Culture
Popular
3. Poparazzi 4. Darf ich das?
Monthly Rank - - . R
Total Rank 3. Poparazzi 4, Darf ich das?
Cames 5. CapCut 6. Like A Dino!
Recommended o N - - S
5. CapCut 6. Like A Dinc!
Popular
7. Signal - Sicherer Messenger 8. Google Maps - Transit & Essen
Monthly Rank o o - o . -
Total Rank 7. Signal - Sicherer Messenger 8. Google Maps - Transit & Essen
8. PayPal 10. Instagram
9. PayPal 10. Instagram
@ No iDevice 3
11. TikTok 12. Klarna | Shop now. Pay later.
Downloaded files will be . - - - 23 34ME
saved to PC o o o o
11. TikTok 12. Klarna | Shop now. Pay later.
L]
[] CloseiTunes V2.56 Feedback Check Update
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lick, click, click...

)
Downloads
ownloading
|
. . 0 TR 0 :
= ane Eon o peaton iDevice Flash &8 Toolbox Tutorials
O e TikTok_19.5.1.ipa 231 Mg/s 67% ] X —
A Apps(ioP R | #hone | frank walther1978@iclou.
S Music O Q Klarna_21.19.146.ipa 101.42 MB Purchasing... Fectiired Recommended egory:| ALL ‘
Q Ringtones = _ Lo . O Apps
O @ resom7ips HaMels Ex 89, Microsoft Word 90, TIER E-Scooter & E-Rol...
& Wallpapers | Recommended
) Q YouTube_16.20.5.. 145 MB/s 1% ote
0 Videos s Popular
S Books e Google_161.1.ipa On the Queue 0% X Monthly Rank 91. Reddit 92. Royal Match

Firmwares = Total Ran A 5 Rowal M
@ Firmware: O e Teams.37.0.pa O the Qiiciie o % fotal Rank eddit 9 A

88 Others

Games

O Q Kieinanzeigen_12.... On the Queue 0% 93, Water Sort Puzzle 94. Burger King®
A Vater Sort Puzzle 4 T
O @ Zoom_5.64.ipa On the Queue 0% X Porsiag GBI

Monthly Rank 96. mobile.de - Automarkt

Total Rank U . mobile.de omard

On the Queue

7. Airbnb 98. wetter.com

No iDevice

loaded files will be . Project Makeover 100. Nect

[[] Close iTunes Feedback Check Update

e o

3 1823
@ Downloads B benni@Win10-Thin... AQ OB ZED =]
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The reward o

Purchased

Not on this iPhone

MEINE TUI Urlaub &
Reiseportal

PlayStation App

Doguniversity

Yoga for beginners
| JustYoga

DR
oE0E 4 Bilder 1 Wort

L~

Ly,
‘VD % ‘(.

&
<
[+

L)
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The (way) better reward
RARRRRRARRDRDRODRD

app. app.scanz. ap . app. archery.
doguniversi ipa )hanng ipa  walpapers.
ty.ipa ipa
co. co.
alphaexplo mflmt/soft thefabulou  visua
ration.clu... vpn360.ipa s.app.ipa
com.
adobe.

PSMobile...

amazon.

com.
amazo amazon.
Amazon...  CloudDri... firetv.re...
com. com. com.aster.
appstudiop arvato. UltimateDri
vingSim2...

afterpay.

com.
barber.
barberch...

Lwhatsp...

com.
BallGames.
Woodtur...

(oclbme

com.belka-
games.
solitaire.i...

com.

S

storify.ipa

co.

y.cam.ipa

at. grupet

co.za.
wigroup.

lsuppl
dunkindo...

com.
amelosinte
ractive.s...

com. com.

atherisapp
s.Fgen.ipa

col com.

bentostudi

o.ballsvs BestSec!

LEGELETN
muellerd...

atlassian.
JitsiMeet...

bestsecret.

at.ner.
SolitaireNe
wFree.ipa

com.
2ksports.
mynba2k

com.
aidana.
cardrivin...

com.

101

Ell

com.
attapoll.
ios.ipa

com.
bettergam

...

es.real.dr...

investin
g.ipa

com.

irbnb.app.
a

com.
angelo.
tiksaver.ipa

co
betterme.
betterme...

runtastic.
gpssport...

com
116117.
app.ipa

bp.rmaster.
free.ipa

ELIY
[LE

com
airyclub.
ios.ipa

com.
apalonapps
.plants.ipa

com.
autoscout2

com.al.
realdrive.
ipa

com.
aplicativosl r
egais.Me...

com.avast.
ios.

com.
hugwmepot
-nwdn.int...

com.bshg.

br.com.
tapps.
bidwars2

com.

hkking.
lewor...

com.app.
eportspro.
ipa

com.
bisonapp.
bison.ipa

frmrcrmen

scalable.
Scalable-...

periodcal...

com.btang.

publ
bri

com.
alibaba.

com.
appcraft.
numbera...

ntials.ipa

com.

bitpanda.
bitpanda...

com.

swisscows.
messeng...

lisheria.
rder.ipa

ing.ipa

xingseus....

com.
adobe.

com.
FillAndSi...

adamszede

callofdut

amanotes.
magictile...

com.apple.
store.Jolly.
ipa

com.

babyeducat
iontoys.F...

com.body.
positive.ipa

com.

amanotes.
bh.ipa

com.apple.
mobilegara

geban

com.
babbel.
babbelM...

com.
amazon.
aiv.AIVA. ..

com.alie
shooter.
galaxy.at...

com.
alltrails.
AllTrails.

com.apple.
iMovie.ipa

com.b2p.
stackydash.
ipa

com. com.
appgo. appmind.
glassvpn. germanyr...

com.
azurgames.
stackball...

com.
bitstrips.
imoji.ipa

com.burbn.

Sm\eplnr.l .

com.
bodyplan.

com.
bittimer.

bjeernbart
els.MyLo...

com.burbn.

com.busuu.
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Automation

« On macOS, Configurator can be scripted:
* cfgutil install-app "<file.ipa>"
* cfgutil remove-app "<bundle 1d>"
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Automation

vizo © v ©

Home News Download Community FAQ Status Documentation ~ Resources

<

N

73

lIbimobiledevice

A cross-platform FOSS library written in C to communicate with iOS devices natively.

... and a bunch of libraries and command-line utilities.

https://libimobiledevice.org/
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https://libimobiledevice.org/

Automation

« On macOS, Configurator can be scripted:
* cfgutil install-app "<file.ipa>"
* cfgutil remove-app "<bundle 1d>"

* On Linux, we use 1ibimobiledevice:
* ideviceinstaller --install "<file.ipa>"
* ideviceinstaller --uninstall "<bundle 1d>"
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Automation

Activator

O

1.9.13 5060 kB
DAuthor Ryan Petrich >
Activator
| ‘ by Ryan Petrich

Centralized gestures, button and shortcut
management for i0OS

1 Get More Actions >

‘ Recent Changes/Updates >
a Find rpetrich on Twitter >

‘L, Download Statistics >

T e
https://cydia.saurik.com/package/libactivator/
oW,
t|xg% Technische — - - — -
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https://cydia.saurik.com/package/libactivator/

Automation

On macOS, Configurator can be scripted:
* cfgutil install-app "<file.ipa>"
* cfgutil remove-app "<bundle 1d>"

On Linux, we use 1ibimobiledevice:
* ideviceinstaller --install "<file.ipa>"
* ideviceinstaller --uninstall "<bundle id>"

For the rest, we SSH into the device and use Activator:
* activator send libactivator.system.homebutton
* activator send "<bundle 1id>"

* activator listeners

t Technische
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Automatically granting permissions

© -See R products Mmalware [(Fblog [orstore (§) about

CVE-2020-9934: Bypassing TCC

...for unauthorized access to sensitive user data!

Background

Th2Transparency, Consent, and Control(TCC)Framework s an Apple subsystem which denies installed applications
access 10 'sensitive’ user data WIthout explicit permission rrom the user (generally in the form of a pop-up message):

“Spotify” would like to access files in your
A Downloads folder.

h - i

jation, if you enable

prompt when opening Spotify for the first time

While TCC also runs on iOS, this bug is restricted to the OS X variant. To learn more about how TCC works, especially with Catalina, |
recommend reading this article

IE Ay A limatine At Anants 4 A mcnr s Filas in a i acbas s aratankanl b MO s sith A A kA i

tiam tha fila A nasatinn il il oo
stores these user-level entitlements in a SQLite3 database on disk at $HOME /Library/Application
Support/com.apple.TCC/TCC.db. Apple uses a dedicated daemon, tccd, for each logged-in user (and one system level
daemon) to handle TCC requests. These daemons sit idle until they receive an access request from the OS for an application
attempting to access protected data.

| grep tced | grep -v grep

https://objective-see.com/blog/blog_0x4C.html
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Automatically granting permissions

=1

R2G150Lv20:~ root# tccutil
-sh: tccutil: command not found
R2G150Lv20:~ root# ps | grep tccd
2253 ttys000 0:00.01 grep tccd
R2GL50Lv20:~ root# find / —-name "TCC.db"
'/.fseventsd" Operatlon not permltted

R2G150Lv20:~ root# |
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Automatically granting permissions

DB Browser for SQLite - fhome/benni/tmp/ios-tcc/TCC.db

File Edit View Tools Help

@ New Database  ® Open Database & @ Open Project €8 Save Project ttach Database 3 Close Database

Database Structure Browse Data Edit Pragmas Execute SQL

service t ty| alue th_reason auth version csreq policy id indirect cbject identifier_type bject_identifier indirect_object code_identity flags

Moti om.apple.Health 2 ' 0 UNUSED
Liverpool om.apple.Health 0 2 ' 0 UNUSED
Ubiquity om.apple.mobiles i 0 4 0 UNUSED
Ubiquity om.apple.iBoo 4 0 UNUSED
Ubiquity om.apple

Ubiquity om.apple.M.

Ubiquity om.apple.mobilemail : ‘ a u t h_v a l u e

Ubiquity om.apple.DocumentsApp

oo [ferec ; permission not

celiverpool 1620991272

celiverpool 0 162100113
Citintelli. rg.mozilla 0 162108143
tintelli. om.apple.mobil 0 1621081

rviceLiverpool om.apple.upload-request-... 2 - a u t h v a l u e

rviceLiverpool om.apple.accessibility

s Jfomsoptescmycuen ' permission granted

1-160f16 » M
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Automatically granting permissions

Localizable.strings.xml

>REQUEST ACCESS SERVICE KTCCServiceSensorKitBedSensingWriting</key=>

ing=Allow “%@" to Add Data for Research Purposes?
ACCESS ALLOW kTCCServiceGameCenterFriends</ke
w</string>
ACCESS INFO SUBSEQUENT SERVICE kTCCServiceExposureNotification</key=>
tring=0nly one region can notify you of possible exposure. Details associated with possible exposures—such as date, duration, and

Bluetaoth signal strength—-will be shared. These details help the app notify you of possible exposures.</string=
rkfvatQUESI ACCESS INFO SERVICE kTCCServiceExposureNotification</key=>
tring=Your iPhone can securely collect and share random IDs with nearby devices. The app can use these IDs to notify you if you
may have been exposed to COVID-19. The date, duration, and signal strength of an exposure will be shared with “%@".</string=>
<key>REQUEST LIMITED AUTHORIZATION BUTTON TITLE SERVICE kTCCServicePrototypedRights</key>

ing>Limited Protod4</string>
= ACCESS DtNY kICCServlcePhotos / ke

REQUEST ACCESS SERVICE kTCCServiceUserTracking</ >
j>Allow “%@" to track your activity across other companies’
ACCESS SERVICE kTCCServiceReminders<
-“%@" Would Like to Access Your Reminders<

X Il L
would like to access Apple Music, your music and video activity, and your media library</st

DEFAULT PURPOSE STRING SERVICE kTCCServiceBluetoothAlways</key=>
>This will allow “%@" to find and connect to Bluetooth accessories.

apps and websites?</string>

ing=
DEALIEST AC~CEos CERUTAR LT e

This app may also use Bluetooth to know when you're

REQUEST ACCESS SERVICE kTCCServiceFallDetection</key>

ng>Share Fall Detection Data With “%@"?</string>

REQUEST_ACCESS_INFO_SERVICE_KTCCServiceFallDetection</key>

ing=If you choose to share, “%@"” can receive data from Apple Watch if a fall is detected and follow up in case help is needed.<

ACCESS_SERVICE_kTCCServiceGameCenterFriends</key>
to connect you with your Game Center friends?

XML ~  Tab Width: 4 ~ Ln 85, Col 35
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The available permissions
I

kTCCServiceCalendar Calendars “Access Your Calendar”
v kTCCServiceAddressBook Contacts “Access Your Contacts”
v kTCCServiceReminders Reminders “Access Your Reminders”
v kTICCServicePhotos Photos (All Photos)  “Access your photos”
X  kTICCServicePhotosAdd Photos (Add “Add to your Photos”
Photos Only)
v kTCCServiceMedialibrary Media & Apple “Access Apple Music, your music and video activity, and your media library”
Music
v kTCCServiceBluetoothAlways Bluetooth “Find and connect to Bluetooth accessories. This app may also use Bluetooth to know
when you're nearby.”
O kTCCServiceSpeechRecognition Speech “Access Speech Recognition”, “Speech data from this app will be sent to Apple to
Recognition process your requests. This will also help Apple improve its speech recognition
technology.”
v kTCCServiceMotion Motion & Fitness “Access Your Motion & Fitness Activity”
X  kTCCServiceCamera Camera “Access the Camera”
X kTCCServiceMicrophone Microphone “Access the Microphone”
v kTCCServiceWillow Home Data “Access Your Home Data”
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The available permissions (cont’d)
I

kTCCServiceUserTracking Allow Tracking “Track your activity across other companies’ apps and websites”
0O kTCCServiceWebKitIntelligentTracking Allow Cross- 0 means do allow, 2 means don’t allow
Prevention Website Tracking
v kTCCServiceLiverpool no visible effect maybe related to location access
v kICCServiceUbiquity no visible effect maybe related to iCloud
O kTCCServiceSensorKitBedSensingWriting po visible effect “Add Data for Research Purposes”, “Record bed sensing Sensor & Usage data”
0O kTCCServiceGameCenterFriends no visible effect “Connect you with your Game Center friends”
0O kTCCServicePrototype3Rights no visible effect “Authorization to Test Service Proto3Right”
0O kTCCServicePrototype4Rights no visible effect “Authorization to Test Service Proto4Right”
0O kTCCServiceFallDetection no visible effect “Receive data from Apple Watch if a fall is detected and follow up in case help is needed”
O kTCCServicesiri no visible effect “Some of your %@ data will be sent to Apple to process your requests.”
0O kTCCServiceBluetoothPeripheral no visible effect “Make data available to nearby Bluetooth devices even when you’re not using the app”
00 kTCCServiceCalls no visible effect “Receive VolP Calls in the Background”
v kTCCServiceExposureNotification Exposure “Your iPhone can securely collect and share random IDs with nearby devices. The app
Notifications can use these IDs to notify you if you may have been exposed to COVID-19. The date,

duration, and signal strength of an exposure will be shared.”
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ALL THE PERMISSIONS!

No SIM = 23:20

Flashlight

‘ Contacts
s Calendars

All Photos
2 Bluetooth

& Microphone

. Speech Recognition

S| Motion & Fitness

D Camera
. Home Data

* Media & Apple Music

A= Siri & Search

Allow Cross-Website Tracking
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We’re missing the location permission

#/bin/bash

# Adapted after: https://stackoverflow.com/a/53875499 and

https://stackoverflow.com/a/29548123
NEEDLE="com.bryceco.GoMap"

find / -name '*.db' -print0 | while IFS= read -r -d '' file; do
for X in $(sglite3 $file .tables); do
sgqlite3 $file "SELECT * FROM $X;" | grep >/dev/null SNEEDLE
&& echo "Found in file 'Sfile', table 'SX'";
done
done
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It’s not quite as simple

Found in file '/private/var/mobile/Library/Caches/com.apple.appstored/storeUser.db', table
'launch_events'

Found in file '/private/var/mobile/Library/Caches/com.apple.appstored/storeUser.db', table
'purchase _history apps'

Found in file '/private/var/mobile/Library/Caches/com.apple.appstored/storeUser.db', table
'current_apps_crossfire'

Found in file '/private/var/mobile/Library/TCC/TCC.db', table 'access'

Found in file '/private/var/mobile/Library/DuetExpertCenter/ ATXDataStore.db', table
'anchorModelTrainingData'’'

Found in file '/private/var/mobile/Library/DuetExpertCenter/ ATXDataStore.db', table
'appInfo’

Found in file '/private/var/mobile/Library/FrontBoard/applicationState.db', table
'application_identifier tab'

Found in file '/private/var/mobile/Library/FrontBoard/applicationState.db', table
'kvs_debug'

Found in file '/private/var/mobile/Library/CoreDuet/Knowledge/knowledgeC.db', table
' ZOBJECT'

Found in file '/private/var/Keychains/Analytics/trust analytics.db', table 'hard failures'
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Do we have to dust off our Objective C skills?

{
FR_Log(@"Failed to retrieve TCC information for %@", bundleld);
3
CFRelease(bundle);
}
else {
FR_Log(@"Cannot create bundle for %@.", bundle);
}
}
else {
FR_Log(@"Use list from caches.");
3

CLAuthorizationStatus status = [CLLocationManager _authorizationStatusForBundleIdentifier:bundleId bundle:nil];

if (permissionList.count == 0 && (status == kCLAuthorizationStatusNotDetermined || status == kCLAuthorizationStatusRestricted)) {
FR_Log(@"No permissions requested! Do not show reset permission");
return originalShortcutItems;

H

L e L L LI I Aoy B[ e E e e e e p v

SBSApplicationShortcutItem *shortcutItem = [[objc_getClass("SBSApplicationShortcutItem") alloc] init];
shortcutItem.type = tweakIdentifier;

shortcutItem.localizedTitle = @"Reset permission”;

shortcutItem.bundleIdentifierToLaunch = hundleld;

NSMutableArray *newShortcutItems = originalShortcutItems ? [originalShortcutItems mutableCopy] : [NSMutableArray arrayWithCapacity:1]
[newshortcutItems addobject:shortcutItem];

FR_Log(@"New shortcutItems ', newShortcutItems);

https://github.com/lucalz-ldx/ForceReset/blob/de004718clebde9a80dc686040853089ceea20a0/Tweak.x#L.151-L.155
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Enter Frida
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Braunschweig

FAIDA

OVERVIEW DOCs NEWS CODE

CONTACT

Dynamic instrumentation

toolkit for developers, reverse-
engineers, and security
researchers.

Scriptable

Inject your own scripts into
black box processes. Hook
any function, spy on crypto
APIs or trace private
application code, no source
code needed. Edit, hit save,
and instantly see the

Portable

Works on Windows, macOs,
GNU/Linuy, i0S, Android, and
QNX. Install the Node.js
bindings from npm, grab a
Python package from PyPl, or
use Frida through its Swift
bindings, .NET bindings,

Ot

ml bindings, or CAPI

Free

Frida is and will always be

free software (free as in

freedom). We want to
empower the next generation
of developer tools, and help
other free software
developers achieve

\teroperability through

Battle-tested

We are proud that
NowSecure is using Frida to
do fast, deep analysis of
mobile apps at scale. Frida

has a comprehensive test-
suite and has gone through
years of rigorous testing

https://frida.re/
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Frida is great

Terminal
Flashlight

world-class dynamic instrumentation toolkit

Displays the help system
lay information about ‘'obj

More

[i0S Device::Flashlight]-> bundleURL (i
all_apps 0bjC. LSApplication a faultWorkspace().a stalledApplications();
( i : s.count(); i
app 1_q (i);
(app. d ier().to ing app.bundleURL();
}
}
[i0S Device::Flashlight]-> CFBundleCreate_addr
Bund reate NativeFunction(CFBL
[i0S Devi :Flashlight]-> kCFAllocatorDefault
Flashlight] b bundleURL( )
:Flashlight] bundle CFBundleCreate(kCFAllocatorDefault,
Flashlight] bundle
[i0S De Ha ight]-> ) (bundle)).toString()
"CFBundl f ‘ v ontainers/Bundl plication/917CDF6 D16-C8DE iPhoned4Flashlight.app> (executable, loaded
[10S Device:: ccessCopyInfor ionForBundle_addr Module. findExportByN:

[i0S Device::Flashlight]-> CAccessCopyInformationForBundle NativeFunction(TCCAccessCopyInformationForBundle_addr,
[i0S hlight] y ationForBundle(bundle)

ight]->
ic Flashlight]->
Device::Flashlight]-> 0bjC.classes.CLLocationManager.setAuthorizationStatusByType_forBundleIdentif uw_l
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Frida is (really!) great

o Terminal

B naster 14

3 "k[CLLocationManager *]" Settings

Started tracing 236 functions. Press Ctrl+C to stop.

7874 ms
7875 ms
7875 ms
7894

7895 ms
7895 ms
7895 ms
7906 ms
7906 ms
7906 ms
7906 ms
7908 ms
7908 ms
7908 ms
7908 ms
7910 ms
7910 ms
7910 ms
7910 ms
7911 ms
7911 ms
7911 ms
7911 ms
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Programmatically setting the location permission

To set the location permission using Frida (in the context of the Settings app):
ObjC. }
.setAuthorizationStatusByType forBundleldentifier (
<value>, "<bundle 1d>"
) ;
Empirically determined values:
* 0:Ask every time, 2: Never, 3: Always, 4: While using the app
To check:
// For the running app.
ObjC. . .authorizationStatus () ;

// For an arbitrary app.
ObjC. .
.authorizationStatusForBundlelIdentifier ("<bundle 1d>");
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(Truly) ALL THE PERMISSIONS!

No SIM = 00:28 No SIM = 00:28

Flashlight Flashlight

0 ACCE Microphone

Location Speech Recognition

Contacts Motion & Fitness

Calendars e

Reminders Home Data

Photos All Photos Media & Apple Music

Bluetooth Siri & Search

Microphone Exposure Notifications

¢
e
O
]
%
&
3

Speech Recognition
Motion & Fitness Allow Cross-Website Tracking
Camera Allow Tracking
Home Data

Media & Apple Music

@ Language

=
a
&
B
3
¢
e
*
0
0]
*
A

Siri & Search
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Programmatically seeding the clipboard

« Knowing that, seeding the keyboard is easy:
ObjC.classes.UlPasteboard.generalPasteboard()
.setString ("<string>");
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Background noise filter

iPhone

Use Apple products on enterprise networks

Learnwhich hosts and ports are required to use your Apple products on enterprise

networks.

Device setup

Access to the following hosts might be required when setting up your device, or when installing, updating

or restoring the operating system.

Hosts Ports Protocol OS Description Supports
proxies
albert.apple.com 443 TCP i0S, tvOs, Device activation Yes
and macOS
captive.apple.com 443, TCP i0S, tvOS, Internet connectivity validation  Yes
80 and macOS  for networks that use captive
portals
gs.apple.com 443 TCP i0S, tvOS, Yes

and macOS

https://support.apple.com/en-us/HT210060
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Background noise filter
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Use Apple products on enterprise networks

{3 Inspector Console ([ Debugger ‘N Network {} StyleEditor () Performance 4 Memory [E) Storage ¢ Accessibiliy 888 Application 0] e+ X
¥ Filt Errors Warnings Logs Info Debug CSS XHR Requests ﬁ-

$$('tr').filter(e = e.children[3].textContent.includes('i05')).map(e => e.children).map(c => ([c[0].textContent, c[4].textContent])).map(i => "requests.host

${i[0).includes('*') ? '~~' : '='} '${i[0].replace(/\*/g, '%')}' -- "${i[1]1}" (${window.location})").join('\nAND NOT ')

"requests.host = 'albert.apple.com' -- \"Device activation\" (https://support.apple.com/en-us/HT210060)

AND NOT requests.host = 'captive.apple.com' -- \"Internet connectivity validation for networks that use captive portals\" (https://support.apple.com/en-us/HT210060)

AND NOT requests.host = ‘'gs.apple.com’ -- \" \" (https://support.apple.com/en-us/HT210060)

AND NOT requests.host = ‘humb.apple.com' -- \" \" (https://support.apple.com/en-us/HT210060)

AND NOT requests.host = ‘static.ips.apple.com' -- \" \" (https://support.apple.com/en-us/HT210060)

AND NOT requests.host = ‘'sq-device.apple.com’ -- \"eSIM activation\" (https://support.apple.com/en-us/HT210060)

AND NOT requests.host = 'tbsc.apple.com' -- \" \" (https://support.apple.com/en-us/HT210060)

AND NOT requests.host = 'time-ios.apple.com' -- \"Used by devices to set their date and time\" (https://support.apple.com/en-us/HT210060)

AND NOT requests.host = 'time.apple.com' -- \"Used by devices to set their date and time\" (https://support.apple.com/en-us/HT210060)

AND NOT requests.host ~~ ‘'S.push.apple.com' -- \"Push notifications\" (https://support.apple.com/en-us/HT210060)

AND NOT requests.host = 'gdmf.apple.com' -- \"Used by an MDM server to identify which software updates are available to devices that use managed software updates\"

(https://support.apple.com/en-us/HT210060)

AND NOT requests.host = 'deviceenrollment.apple.com' -- \"DEP provisional enrollment\" (https://support.apple.com/en-us/HT210060)

AND NOT requests.host = 'deviceservices-external.apple.com' -- \" \" (https://support.apple.com/en-us/HT210060)

AND NOT requests.host = 'identity.apple.com' -- \"APNs certificate request portal\" (https://support.apple.com/en-us/HT210060)

AND NOT requests.host = ‘'iprofiles.apple.com’ -- \"Hosts enrollment profiles used when devices enroll in Apple School Manager or Apple Business Manager through Device
Enrollment\" (https://support.apple.com/en-us/HT210060)

AND NOT requests.host = ‘mdmenrollment.apple.com' -- \"MDM servers to upload enrollment profiles used by clients enrolling through Device Enrollment in Apple School Manager
or Apple Business Manager, and to look up devices and accounts\" (https://support.apple.com/en-us/HT210060)

AND NOT requests.host = 'setup.icloud.com' -- \"Required to log in with a Managed Apple ID on Shared iPad\" (https://support.apple.com/en-us/HT210060)

AND NOT requests.host = 'vpp.itunes.apple.com' -- \"MDM servers to perform operations related to Apps and Books, like assigning or revoking licenses on a device\"
support.apple.com/er fHT210060)

https://support.apple.com/en-us/HT210060
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Image: Dmitry Ratushny (Unsplash license)

A first look

Is iIOS really more privacy-friendly than Android?
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App Store

Audible audiobooks & podcasts (=
Listen to audio books, stories
Audible, Inc.

#2 in Books

M Ratings

Free - Offers In-App Purchases

Screenshots iphone iPad  Apple Watch

Discover Browse top
LISTENS exclusive content genres
FOR
EVERY
MOMENT

KEVIN

HART

Podcasts
Audiobooks
Audible Originals

Hear what's popular

https://apps.apple.com/us/app/audible-audiobooks-podcasts/id379693831
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https://apps.apple.com/us/app/audible-audiobooks-podcasts/id379693831

Au d | b I € POST https://control.kochava.com/track/json

"action": "install",

"sdk protocol": "1o6",

"data": {
"os version": "i0OSs 14.5.1",
"device": "iPhonelO,4",
"disp h": 1334,
"disp w": 750,
"device model": "iPhone",
"identity link": {

"marketingcloudvisitorid":
"49728088823015189425548504973918371147"

by
"app short string": "3.48",
"app_name": "Audible",
"locale": "en DE",
"device orientation": "portrait",
"is genuine": false,
"uptime": 0.2443,
"app limit tracking": true,
"usertime": 1624132516,
"device limit tracking": true,
"volume": 0.125,
"network conn type": "wifi",

b

"bms": 1621257545080,

"notifications enabled": true.

"idfv": "02185687-FB54-4F8E-82C5-5E6DE159943D",
"system ua":

"Mozilla/5.0 (iPhone; CPU iPhone 0OS 14 5 1
like Mac 0OS X) AppleWebKit/605.1.15 (KHTML,
like Gecko) Mobile/15FE148",

"screen brightness": 0.022¢6,

"ad services token time": 1624132516,

"battery level": 100,

"package": "com.audible.iphone",

"language": "en-DE",

"app_ tracking transparency": { "att": false },
"battery status": "full",

"app version": "665",

"timezone": "Europe/Berlin"

"nt_id":

"F6CB7FBC-51E89335-4608-4D00-8BCD-4EC76055F160",

"kochava device id":

"KI1624132516T5FA1IF93998744B36880D477DB976FB15",

"send date": "2021-06-19T19:55:17.73172",
"sdk version": "iOSTracker 4.5.0"
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App Store

PayPal: Mobile Cash
Money App & Mobile Wallet
PayPal, Inc.

#3 in Finance

* 4.8+ 56M Ratings

Free

iPhone Screenshots

Send money
and split the bill.

The easy
way to pay.

Buy, hold, and
sell crypto.

| Buy, sell, and securely

hold cryptocurrencies
with PayPal

0
B
. harem
e

Feed your crypto curiosity

Pay in 4 to get it
now and pay later.

https://apps.apple.com/us/app/paypal-mobile-cash/id283646709
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https://apps.apple.com/us/app/paypal-mobile-cash/id283646709

PayPal

"app_id": "com.yourcompany.PPClient",

"app_guid": "8384FB18-571B-44F0-9809-40F040EB0961",

"source_app_version'": "7.40.5",

"cloud identifier":
"a2a058f2-9367-4920-8190-bc504b4c90d9",

"local identifier":
"8b8cc6fa-aal04-4109-a27d-ae957c8db00d",

"linker id": "71842c5e-88c0-45c7-a482-0a9cb9d71d58",

"risk comp session_ id":
"26afa6d4-1b33-483f-ba2e-169d431£f75a2",

"dc id": "b07f13e37dde7971d431b95a263a55£0",

POST https://api-m.paypal.com/vl/mfsauth/proxy-auth/token

"location auth status": "authorizedWhenInUse",

"total storage space": 127968497664,

"1-7_na;@": "Fn?op@/R@an".

"conn type": "wifi",

"ssid": "WLAN3.ALTPETER.ME",

"bssid": "34:81:c4:dc:36:1",

"ip addresses": |
"10.0.0.83",
"fd31:4159::¢c£9:d932:11c3:bede",
"fd31:4159::5998:¢c752:9£96:5e30",
"fd31:4159::30a2:88d6:66c9:125f",

"timestamp': 1624777636860, "2003:dd:aflc:ab00:cc6:9a3a:7b£f5:90d7",
"device uptime": 807997862, "2003:dd:aflc:ab00:69d6:4c4d:cabc:5168",
"locale lang": "en", "2003:dd:aflc:ab00:c81:68e1:2199:631",
"device name": "R2G150Lv20", "fd31:4159::c9a3:68ec:ea3f:£085",
"os type": "iOS", "fe80::£631:960£:130f£:5dcl",
"os version": "14.5.1", "fe80::87bf:b362:c6d3:616f"
"device model": "iPhonelO,4", 1,
"is rooted": true, "proxy setting":
"is emulator": false, "host=10.0.0.68,port=8080, type=kCFProxyTypeHTTPS",
"TouchIDEnrolled": "false", "location": {
"PasscodeSet": "true", "lng": 10.564191494436333,
"email configured": true, "lat": 52.23529052734375, "acc": 65
"sms enabled": true, }
Technische
% Universitit 2021-08-03 | Benjamin Altpeter | Automated analysis of “zero-touch” privacy violations under iOS | CC by 4.0 | Page 84

¥ Braunschweig

INSTITUTE FOR
APPLICATION
SECURITY

IAS




App Store

Deutsche Bank photoTAN
Deutsche Bank AG

4.8+ 480 Ratings

. Free

iPhone Screenshots

Now with -,

il
push functionality Scan fast and easily

Use DB Mobile and
photoTAN on a single

https://apps.apple.com/us/app/deutsche-bank-phototan/id937259592
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https://apps.apple.com/us/app/deutsche-bank-phototan/id937259592

DB photoTAN

"cpuCount": 6,
"av": "3.1.3",
"mv": "3.1.3.5.0",

"dmo": "iPhonelO,4",
"sessionCounter": -1,
"images": [
{
"imageUUID": "b2b882c11d213146ae3009417cdd3bb5",
"baseAddress": 4367171584,
"imageSize": 4472832,
"codeType": |
"type": 16777228,
"subType": 0O
by
"imagePath":

"/private/var/containers/Bundle/Application/5D1

D54AD-3ATE-4261-9665-3B34DECF590F/DB_PhotoTAN

PROD.app/DB_PhotoTAN PROD"
by

]

POST https://col.eum-appdynamics.com/
eumcollector/mobileMetrics?version=2

{
"imageUUID": "bf3b96c2bd3b390ebfcf33656588c86e",
"baseAddress": 4372971520,
"imageSize": 16384,

"codeType": {
"type": 16777228,
"subType": O

by

"imagePath":
"/usr/lib/substrate/SubstrateBootstrap.dylib"

"imageUUID": "d8c72cfcldab3dc497b2ce83171e1084d",
"baseAddress": 7156641792,
"imageSize": 958464,
"codeType": {
"type": 16777228,
"subType": 0O
b
"imagePath":
"/System/Library/Frameworks/CoreTelephony. frame
work/CoreTelephony"
}I
/)]
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App Store

eBay - Buy, Sell, and Save
Sneakers, Watches, Tech & More
eBay Inc.

Designed for iPad
#9 in Shopping
*kkkk 48.2.7M Ratings

Free

Screenshots ipad iPhone iMessage

Sell more, List items Ready to sell?
save more & shop deals It's easy on the app.

el
e 8
El ! a,

" EO

Dl wre;

https://apps.apple.com/us/app/ebay-buy-sell-and-save/id282614216
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https://apps.apple.com/us/app/ebay-buy-sell-and-save/id282614216

eBay

"appInfo": {

"appBuildConfiguration": "release",

"appBuildIdentifier": "2412",
"appVersion": "6.17.0",
"appVersionHash":

"9TIA9pz28zzmAnmHWCcO2sZ4NyjbaS4ReTNZxmKena51lkpCIu
9fSNBQfaBKWx3QNL72HZtRQCIFufslhnOVRBBAw==",

"vendorAppId": "com.ebay.iphone"

by

"deviceInfo": {
"clientType": "mobile",
"emulator": false,

"localeIdentifier": "en DE",
"lowPowerModeEnabled": false,
"manufacturer": "Apple",

"model": "iPhonelO, 4",
"osName": "iOS",

"aneVersionM. M14 5 1"
"physicalMemory": 2070495232,
"processorArchitecture": "arm",
"processorCount": 6,
"processorWordSize": 64,

"systemUptime": 763195.016,

POST https://mobiletelemetry.ebay.com/aplsio/vl/error

"thermalState": "nominal',
"timeZone": "Europe/Berlin",
"userLanguage": "en"

}y

"ebayConfiguration": {
"configVersion": "W/\"77\"",
"countryCode": "de",
"environment": "production",
"globalId": "EBAY-DE",
"mrollp": 75.58

|

"networkInfo": [{
"constrained": false,
"expensive": false,
"network": "wifi",
"networkScore": 0.6,
"networkSubtype": "unknown",
"supportsIPv4": true,
"supportsIPvé6": true

Y,

"sessionGuid": "288afl0ed4l7aedc9e31a7cf4001d35186",

"userInfo": {

"deviceGuid": "288aed6817a35f1f474999p001568ca8"
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App Store

Hill Climb Racing
Race and drive uphill to win!

Fingersoft
Designed for iPad

#21in Racing

*kkkk 46 . 45.6K Ratings

Free - Offers in-App Purchases

Screenshots iPad iPhone Apple TV

N— "

AIR TINE

+30
(1]

e,

PLAY THE ORIGINAL! e PLAY IN DOZENS OF LEVELS!

One of the most addictive and entertaining physics based driving game ever made! And it's free!
The Original - Play now!

Meet Newton Bill, the young aspiring uphill racer. He is about to embark on a journey that takes hirn more

What's New

https://apps.apple.com/us/app/hill-climb-racing/id564540143
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https://apps.apple.com/us/app/hill-climb-racing/id564540143

Hill Climb Racing

POST https://live.chartboost.com/api/config

"device name'"-. "R?2G150Lv20", "scr up time": 765422,

"dark mode": true, "audio_input name": |],

"timezone": "GMT+02:00", "input language": ["en-GB", "de-DE", "emoji"],
"disk space": 115240787968, "incr contrast": false,

"use metric": true, "total disk": 127968497664,

"currency": "EUR", "audio volume": 0.125,

"ogM. N14 5 1" "rooted device": true,

"audio output type": ["Speaker"],

"screen bright": 0.35547930002212524,

ThTToU, "is portrait": false,

"w": 1334, "charging": false,
"countrvy": "DE", "device type": "iPhonelO, 4",
"carrier": { "audio input type": [],

"mobile network code": null,
"iso country code": null,
"mobile country code": null,

"model": "iPhone",
"language": "en-DE",
"mobile network": 0,

"carrier name": null "audio output name": ["Speaker"],
Do "limit ad tracking": true,
"screen fps": bU, "retina": true,
"last bootup": 1621257545, "identity":
"session ID": "eyJpZmEiOi IWMDAWMDAWMC OWMDAWLTAWMDAtMDAWMC OwMDAWM
"87e8c86f7faz2ee329a72d15a618676d70025a811", DAWMDAWMDA1LCJpZnYiOiIyNDgzMzRERSIEM]jcS5LTQ50TQtQU
"calendar": "gregorian", Q0QS04RDQzMUQWNkUxMJkiLCJIJY19pZCI6I1F6QXhNVESEU1V
JAE1VRTJISQzAWT1RkQkxVRTFSall0TWtFMO1FRXpPVFZETUVK
RSJ9"
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App Store

Pacer Pedometer & Step Tracker
Walking, Weight Loss & Health
Pacer Health, Inc

#56 in Health & Fitness
*kkkk 49+ 1466K Ratings

Free - Offers In-App Purchases

Screenshots iPhone Apple Watch

Be Active Record Your Activities Discover Routes Track Your Steps
Feel Awesome Photos, Maps & Data From Around the World Analyze Your Performance
e avm avm -
L ) « — [ ]
257  1h19m 24 \ Topa BanocTias, Ay6am aom [
g -}T P 9017 63,119

L] ~—
& A
6293 %
@ Over the Golden Gate Bridge and
- Nong tha Cont
™ o Morming Walk n The Riverside Py
Park
I&Ll i‘ A3 e a2 - I
wa7LTA

12451 1454 a2n

W

https://apps.apple.com/us/app/pacer-pedometer-step-tracker/id600446812
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https://apps.apple.com/us/app/pacer-pedometer-step-tracker/id600446812

Pacer POST https://api.pacer.cc/pacer/ios/api/v19/accounts/0/location

client time=2021-06-20T17:34:30.162+02:00&client timezone offset=120&system location={
"sub locality level 1": "Sudstadt-Rautheim",
"iso country code": "DE",
"administrative area": "Lower Saxony",
"extras": null,
"formatted address": "Schreinerweg 738126 BraunschweigGermany",
"sub thoroughfare": "7",
"thoroughfare": "Schreinerweg",
"display name": "Siidstadt-Rautheim, Braunschweig",
"timezone name": "Europe\/Berlin",
"sub_administrative area": "Brunswick",
"postal code": "38126",
"coordinate": {
"longitude": 10.564214352048731,
"latitude": 52.235299152630958

by

"country": "Germany",
"name": "Schreinerweg 7",
"locality": "Braunschweig"
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App Store

NewsBreak: Local Everything
News Updates, Alerts, & More

Particle Media Inc.

Designed for iPad

#4in News
*kkkk 47 . 647.7K Ratings

Free

Screenshots ipad iPhone Apple Watch

Local News Breaking Current
That Unites National News Local Events

m
el

N_.h

https://apps.apple.com/us/app/newsbreak-local-everything/id1132762804
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https://apps.apple.com/us/app/newsbreak-local-everything/id1132762804

NeWS B reak GET https://api.newsbreakapp.de/Website/user/binding-location

accuracy=53.29285929263329

appid=newsbreak

countries=DE

cv=17.0.0.71
deviceID=0EC765F5-5CCE-44D2-8CF5-B3458F258E11
device id i0s=0EC765F5-5CCE-44D2-8CF5-B3458F258E11
distribution=com.apple.Appstore

geo_data={
"locality": "Braunschweig", "country": "Deutschland", "subLocality": "Siidstadt-Rautheim",
"subThoroughfare":"7", "administrativeArea": "Niedersachsen", "ISOcountryCode": "DE",
"postalCode": "38126", "thoroughfare": "Schreinerweg"

}

languages=de
latitude=52.23529241882057
longitude=10.56423577475987
net=wifi

pf token i1id=000J4bYK
platform=0

profile id=000J4bYK
version=020066
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App Store

4 Pics 1 Word [z
The Classic
LOTUM GmbH

Designed for iPad

#56 in Trivia
47 + 81.9K Rating

Free - Offers In-App Purchases

CORRECT

L

H AR

[LINLINTE™
BU BE £

HIZ\IR:D

https://apps.apple.com/us/app/4-pics-1-word/id595558452
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https://apps.apple.com/us/app/4-pics-1-word/id595558452

4 Pics 1 Word

"ANON ID": "XZ79F5056E-A25F-4016-BC4B-B36C2AC15F22",
"SCREEN HEIGHT": "667",

"SCREEN WIDTH": "375",

"ORIENTATION": "3",

"ROOTED": "2",

"LOCALE": "de DE",

"IDFA FLAG": "0",

"UNITY": "O",
"DATA_PROCESSING_OPTIONS_STATE": "null",
"DEBUGGER ATTACHED": "0",

"COCOS2D": "0",

"MEDIATION SERVICE":

"GOOGLE afma-sdk-i-v7.69.0: 6.2.1.0",

"BUNDLE": "de.lotum.4picslword",

"DATA PROCESSING OPTIONS COUNTRY":

"l"lU.ll",

POST https://graph.facebook.com/network ads common/

"ANALOG" :
"{\"free space\":111712808960, \"charging\":1,
\"accelerometer x\":0.025421142578125,
\"available memory\":16793600,
\"rotation z\":-0.0018479675054550171,
\"rotation y\":0.0037262949626892805,
\"rotation x\":-0.0040666470304131508,
\"accelerometer z\":-1.0014801025390625,\"battery\":100,
\"accelerometer y\":0.0040130615234375,
\"total memory\":2070495232}",
"COPPA": "O",
"USER_AGENT":
"Mozilla/5.0 (iPhone; CPU iPhone 0OS 14 5 1 like MacOS X)
AppleWebKit/605.1.15 (KHTML, like Gecko)Mobile/15E148
[FBAN/AudienceNetworkForiOS; FBDV/iPhonelO, 4; FBMD/D201AP;

"DENSITY": "2", FBSN/10S;FBSV/14.5.1;FBLC/de DE;FBVS/6.2.1;FBAB/de.lotum
"AD EXPERIENCE TYPE": .4dpicslword; FBAV/60.14.1;FBBV/60170]",

"ad experience config rewarded", "PLACEMENT ID": "417220471689883 2814853778593195",
"os": "ios", "LINKED WITH IOS 14 OR ABOVE": "1",
"FUNNEL CORE EVENTS": "EVENTS SEND ATTEMPTS": "O",

"4101,4146,4127,4106,4123,4104,4410,4412,4411", "NUM ADS REQUESTED": "1",
"VOLUME": "0.125", "SESSION ID": "422D74C5-61BC-45EB-AB7E-FO94EFF53D5D3",
"MODEL": "iPhonelO,4", "IDFA": "00000000-0000-0000-0000-0000000000C00",
"MAKE": "Apple", "APPVERS": "60.14.1",

"OSVERS": "14.5.1"
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App Store

PONS Translate
Dictionary and Text Translator
PONS GmbH

*kkk* A7+ 416 Ratings

Free - Offers In-App Purchases

Screenshots iPhone iPad

10:00

10:00

EDENGUSH »

& * in the PONS Dictionary

language

translation T‘* AUDIO
FAVOURITES o PRONUNCIATION
LIST (ALSO Adlel

OFFLINE)
10 pool an apple

onen Aptel schivien EXPORT TO

VOCABULARY

TRAINER

0 apple a day keops the doctor
away

HISTORY o Aplol pro Tag und man
blobt gosund

SEARCH

DICTIONARY
AND TEXT
TRANSLATION

DAILY VOCAB

https://apps.apple.com/us/app/pons-translate/id577741918
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https://apps.apple.com/us/app/pons-translate/id577741918

PONS

GET https://api.pons.com
/dict/search/autocomplete-json?g=LDDsvPgQdT¢1l=deen&lang=en-US
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App Store

Poparazzi (2
Take photos of your friends
TTYL Inc.

#86 in Photo &

4.6+ 38

Free

Screenshots iPhone iPad

BE YOUR —
FRIEND'S
POPARAZZI

https://apps.apple.com/us/app/poparazzi/id1513680970
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https://apps.apple.com/us/app/poparazzi/id1513680970

PO paraZZ| POST https://poparazzi.com/api/contacts

"data": [
{

"attributes": {
"is profile photo": true,
"last name": "TBFFZbBYea'",
"phone numbers": ["+4915557543434"],
"full name": "JGKfozntbF TBFFZbBYea",
"clean name": "JGKfozntbF TBFFZbBYea'",
"is emoji": false,
"first name": "JGKfozntbF"

b

"type": "contacts",

"id": "3A575DFF-C7FC-4F13-B40D-89D52F208C15:ABPerson"
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Image: National Cancer Institute (Unsplash license)

Results
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Statistics

* 1,001 apps from the “Top 1200 Free Apps” for Germany as of May 27, 2021
« Analysis done on an iPhone 8 running iOS 14.5.1

« 74 apps without any requests, including:
« Signal - Private Messenger
 TeleGuard

« Commerzbank photoTAN
 AusweisApp2

« Facebook
« ZOOM Cloud Meetings
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https://apps.apple.com/us/app/signal-private-messenger/id874139669?uo=4
https://apps.apple.com/us/app/teleguard/id1505636751?uo=4
https://apps.apple.com/us/app/commerzbank-phototan/id577752083?uo=4
https://apps.apple.com/us/app/ausweisapp2/id948660805?uo=4
https://apps.apple.com/us/app/facebook/id284882215?uo=4
https://apps.apple.com/us/app/zoom-cloud-meetings/id546505307?uo=4

1Ly
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Requests per app

#requests per app #requests per app
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#requests #requests

Number of network requests per app on iOS. Number of network requests per app on Android [Altpeter, Wessels].
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https://benjamin-altpeter.de/doc/presentation-android-privacy.pdf

Hosts per app

#hosts per app #hosts per app
200 A 500 -
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4 .
150 A 00
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" » 300 -
& a
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0- 0-
0 10 20 30 40 50 60 70 80 0 10 20 30 40 50 60
#hosts #hosts
Number of unique hosts requested per app on iOS. Number of unique hosts requested per app on Android [Altpeter, Wessels].
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https://benjamin-altpeter.de/doc/presentation-android-privacy.pdf

Requests blocked by tracking filter lists
« Total requests: 34,925, requests after filtering: 30,439 (87.16%)

#requests blocked by tracking filter list per app #requests blocked by tracking filter list per app
350
400 A
300 A
350 A
250 A 300 -
& 200 o 2207
Q Q
& &
# # 200 -
150 1
150 1
100 A
100 A
50 A 50 -
0- 1 T T T 0- T T
0 10 20 30 40 50 60 0 10 20 30 40 50
#requests blocked #requests blocked
Number of requests blocked per app on iOS when using these tracking filter lists: Number of requests blocked per app on Android when using these tracking filter lists:
EasyPrivacy, eulaurarien, Perflyst. EasyPrivacy, eulaurarien, Perflyst [Altpeter, Wessels].
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https://v.firebog.net/hosts/Easyprivacy.txt
https://hostfiles.frogeye.fr/firstparty-trackers-hosts.txt
https://raw.githubusercontent.com/Perflyst/PiHoleBlocklist/master/android-tracking.txt
https://v.firebog.net/hosts/Easyprivacy.txt
https://hostfiles.frogeye.fr/firstparty-trackers-hosts.txt
https://raw.githubusercontent.com/Perflyst/PiHoleBlocklist/master/android-tracking.txt
https://benjamin-altpeter.de/doc/presentation-android-privacy.pdf

Requests blocked by tracking filter lists

ratio of requests blocked by tracking filter list per app ratio of requests blocked by tracking filter list per app
400
300 A
350 A
250 A
300 A
200 250
(%] (%]
£ 150 iy
150 1
100 1
100 A
50
50 A
0- : i —— 0
0% 20% 40% 60% 80% 100% 0% 20% 40% 60% 80% 100%
ratio of blocked requests ratio of blocked requests
Ratio of requests blocked per app on iOS when using these tracking filter lists: Ratio of requests blocked per app on Android when using these tracking filter lists:
EasyPrivacy, eulaurarien, Perflyst. EasyPrivacy, eulaurarien, Perflyst [Altpeter, Wessels].
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https://v.firebog.net/hosts/Easyprivacy.txt
https://hostfiles.frogeye.fr/firstparty-trackers-hosts.txt
https://raw.githubusercontent.com/Perflyst/PiHoleBlocklist/master/android-tracking.txt
https://v.firebog.net/hosts/Easyprivacy.txt
https://hostfiles.frogeye.fr/firstparty-trackers-hosts.txt
https://raw.githubusercontent.com/Perflyst/PiHoleBlocklist/master/android-tracking.txt
https://benjamin-altpeter.de/doc/presentation-android-privacy.pdf

Requests blocked by tracking filter lists

requests blocked by tracking filters per top list position
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Top list position
Created with Datawrapper

Ratio of requests blocked by tracking filter lists per top list position of the apps,
interactive version: https://www.datawrapper.de/_/8tvtM/
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https://www.datawrapper.de/_/8tvtM/

Requests to third-party tracking servers

#apps contacting third-party servers

#apps contacting third-party servers

800 A

600 -

#apps

400 A

200 A
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third-party companies third-party companies
Number of apps contacting the most common third-party tracking servers on iOS, Number of apps contacting the most common third-party tracking servers on Android,
based on Exodus tracker database. based on Exodus tracker database [Altpeter, Wessels].
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https://reports.exodus-privacy.eu.org/en/trackers/
https://reports.exodus-privacy.eu.org/en/trackers/
https://benjamin-altpeter.de/doc/presentation-android-privacy.pdf

Where are the trackers based?

#apps contacting third-party servers

700
600
500
USA
@ 400 1 Israel
o
© .
* 300 - China
200 | United Kingdom
Germany
100 -
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2 )

third-party companies

Number of apps contacting the most common third-party tracking servers on iOS and the respective
countries, based on Exodus tracker database and Datenanfragen.de company database.
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https://reports.exodus-privacy.eu.org/en/trackers/
https://www.datarequests.org/company/

Honey data

«  Owner: Frank Walther, frank.walther.1978@icloud.com

* Contact: JGKfozntbF TBFFZbBYea, 0155 57543434,
RYnISPbEYh@bn.al, https://q8phILSJgqg.de,
N2AsSWEMI5D 565, 859663 p0GdKDTbYV

* Messages: 9FBgD2CNIJ to +4917691377604

* Photos, videos, and screenshots

* Clipboard: LDDsvPqQdT

* Calendar: fWAs4GFbpN, at urscf2178L, 2021-08-
14T08:56 — 2021-08-17T21:24, repeats every month,
alarm

* Reminder: b5jHg3Eh1k, HQBOdx4kx2 (scheduled for
2021-08-02T13:38)

* Note: SOEi7sFP9b

* Health details: Name DkwIXobsJN t5TfTlezmn, DOB
1973-05-15, female, height 146cm, weight 108.5kg

*+ Home data: Rooms bEZf1h06j1 (with wallpaper photo),
DX7BgPtH99 (basement); second home g1bVNue30n
(with wallpaper photo)

Location: Schreinerweg 6, 38126 Braunschweig;
52.235288, 10.564235

WiFi network: WLAN3.ALTPETER.ME
Device name: R2GI50Lv20

Device model: iPhonel0,4

OS version: 14.5.1

Model no.: MX162ZD/A

SN: FFMZP87VN1NO

IMEI: 356395106788056

BSSID: 34:81:c4:dc:36:1

WiFi addr: 3C:CD:36:D4:CC:E4
Bluetooth addr: 3C:CD:36:D2:BD:B2
Local IP: 10.0.0.68

Volume level: 0.125

Screen resolution: 1334x750

Disk space: 127968497664

Modem firmware: 4.03.05

SEID: 044B24632...
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Indicators

indicators found in requests (as plain text or base64-encoded)
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indicators

Number of apps with at least one request that includes the respective indicator. Indicators included
in plain text or base64-encoded are considered.
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IDFA and IDFV

Discover Design Develop Distribute

Instance Property
advertisingldentifier

The UUID that is specific to a device.

Declaration

var advertisingIdentifier: UUID { get }

Discussion

The advertisinaldentifier is an alphanumeric string that's
unique to each device and which you only use for advertising. Use
this string for trequency capping, attribution, conversion events,
estimating the number of unique users, advertising fraud detection,
and debugging. On devices running iOS 14.5 and later and iPadOS
14.5 and later, your app must request tracking authorization before it
can get the advertising identifier. For more information on getting
the advertising identifier, see

Support Account Q

Availability
i0S 6.0+
mac0S 10.14+

Mac Catalyst
13.0+

tvOS 9.0+

Framework

AdSupport

On This Page
Declaration ©
Discussion ©

See Also ©

® Developer

Documentation

Discover Design Develop Distribute

Instance Property
identifierForVendor

An alphanumeric string that uniquely identifies a device to
the app's vendor.

Declaration

var identifierForVendor: UUID? { get }

Discussion

The value of this property is the same for apps that come from the
same vendor running on the same device. A different value is
returned for apps on the same device that come from different
vendors, and for apps on different devices regardless of vendor.

Normally, the vendor is determined by data provided by the App
Store. If the app was not installed from the app store (such as

Support

Availability
i0S 6.0+
Mac Catalyst
13.0+

tv0S 9.0+

Framework

UIKit

On This Page
Declaration @
Discussion @

See Also©

Account Q

https://developer.apple.com/documentation/adsupport/asidentifiermanager/1614151-advertisingidentifier,

https://developer.apple.com/documentation/uikit/uidevice/1620059-identifierforvendor
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https://developer.apple.com/documentation/adsupport/asidentifiermanager/1614151-advertisingidentifier
https://developer.apple.com/documentation/uikit/uidevice/1620059-identifierforvendor

IDFA and IDFV

Developer Guide

4
Hi .
ome IDFA and App Tracking Transparency €) Editshis page on Github
+ Platform Wide Features & .
Behaviors On this page...
Overview Upgrade Summary
~ Platform Integration Guides 05 14 Beh ch <
IDFA (Identifier for Advertisers) is an identifier provided by Apple for use with ! Fhavierhange
SDK 101 o . o Approximate Location
P advertising and attribution partners for cross-device tracking and is tied to an Permiggion
+ Androl
108 individual's Apple ID. IDFA and App Tracking
=1 Transparency
+ Initial SDK Setup sl ibout,uodd ks Push Authorization

Starting in iOS 14.5, a new permission prompt flaunched by the new R Ak ol
+ Push Notifications e {05 14 New Features
AppTrackingTransparency framework) must be shown to collect explicit user consent 5
+ In-App Messaging arsomaled i 9 o1 App Privacy and Data
I for IDFA. This permission prompt to “track you across apps and websites owned by Collection Overview
+ Conten ards

Hliow Tracking

other companies” will be requested similarly to how you'd prompt users to request

+ Mews Feed sk App Not to Track

their location.
+ Analytics
+ Advanced Use Cases

. . If a user does not accept the prompt, orif you do not upgrade te Xcode 12's
i0S 14 Upgrade Guide

AppTrackingTransparency framework, then a blank IDFA value

Storage
S B ( 0000-0060-0000 )will be returned, and your app will not be
Sl allowed to prompt the user again.
+ Web
+ Cordova Important:
+ FireOS ~  These IDFA updates will take effect once end-users upgrade their device to iOS 145. Please ensure your app uses the new
+ Flutter AppTransparencyFramework with Xcode 12 if you plan to collect IDFA.
https://www.braze.com/docs/developer_guide/platform_integration_guides/ios/ios_14/
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Indicators

indicators found in requests (as plain text or base64-encoded)
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indicators

Number of apps with at least one request that includes the respective indicator. Indicators included
in plain text or base64-encoded are considered.
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Privacy labels

App Store Overview WhatsNew  Features  Articles  Guidelines  Developer Insig

Describing How Your
App Uses Data w @

App Privacy See Details
PalAbout Inc "

The App Store better helps users understand an app's privacy practices ;
before they download the app. On each app's product page, users can developer's privacy policy.
learn about some of the data types an app may collect, and whether the v

3

information is used to track them or is linked to their identity or device. ()
Data Used to Track You

In order to submit new apps and app updates, you must provide
information about your privacy practices in App Store Connect. If you use
third-party code — such as advertising or analytics SDKs — you'll also
need to describe what data the third-party code collects, how the data
may be used, and whether the data is used to track users.

@ comsctinte 4 Location
8 ientiers

Learn more >

Data Linked to You

& Fruncaiito 4 Location
O comsctino @ Puchares
@ BrowsingHatoy B deniiors

https://developer.apple.com/app-store/user-privacy-and-data-use/
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https://developer.apple.com/app-store/user-privacy-and-data-use/

Privacy labels

x

App Privacy I

The developer, Facebook, Inc., indicated that the app’s privacy practices may include
handling of data as described below. This information has not been verified by Apple. For
maore information, see the developer's privacy palicy.

To help you better understand the developer's responses, see Privacy Definitions and
Examples.

Privacy practices may vary, for example, based on the features you use or your age.
Learn More

e
(]
Data Used to Track You

The following data may be used to track you across apps and websites owned by other

> D Inspector Console [ Debugger 1 MNetwork {} Style Editor () Performance 1k Memory E Storage 'i‘ Accessibility 88§ Application Dj eee X
B Filter urLs Il @ ® Al HTML €SS JS XHR Fonts Images Media WS Other []DisableCache  NoThrottlings ¥
Met Domain  File Initiator ~ T... Transfe... S... Headers  Cookies Request Response Cache  Timings  Stack Trace  Security

O... f@ amp... 2848822157platform=web&f xhr p... 552B 0B | ¥ Filter Headers Block Resend #

cached

P GET https://amp-api.apps.apple.com/vi1/catalog/US/apps/2848822157platForm=web&Ffields=privacyDetails&l=en-us

- 2000k (D
https://apps.apple.com/us/app/facebook/id284882215
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https://apps.apple.com/us/app/facebook/id284882215

Privacy labels

Home

app. app.scanz. tier. app. archery. at. gmpet
doguniversi json sharing. walpapers.  storify.j:

at.ner.
storify.json  mobile.um.
ty.json json json

json

coding uni

helloagam

bp.rmaster. br.com. (ap:tal
. SolitaireNe mnta'tlt, free json tapps. HIELIEN publl)hena.
muellerd... wFreejson gpssport... bidwars2... Scalable-...

n co.
SWISSCOWS. danatech. SimpleReco allmnnecle alphaexplo
bringjson messeng... xingseus... rderjson  d.speedt.. ration.clu...
co. co. co.za. com. b b com. com. com. b com. b 5 5 5
thefabulou visualsuppl  wigroup. sports. i 6117. abishkking. abishkking. abishkking. ivision. amszede .app.
s.app.json X S dunkindo... mynba2k js loseweig... malewor... periodcal... K i PSMobile
Q Q . .
com. com. com. L . L com. com.al. com. com.alien. com. com. L . com. com. L
vanzia. aftership. agilebits. i b aidana. i b airyclub. realdrive. b alubaba shooter. alltrails. amanotes.  amanotes. amazon. amazon. amazon.
mypages.... AfterShi... onepass... j... cardrivin. s ios.json json i . galaxy.at... AllTrailsj...  bh.json . aivAVA.. Amazon.. CloudDri... echo.json
com. com. b b com. com. com.app. b com. com.apple. cem.apple. com.apple. com. com. com.asos.  com.aster.
amazon. amazon.  amelosinte : apalonapps tivosl reportspro.  appcraft. appgo.  iMoviejson mobilegara store Jolly. . appstudiop  arvato. asosjson  UltimateDri
firetv.re... mp3.Am... ractives... chicmejson tiksaverj... .plants.json egais.Me... json numbera... glassvpn.... geband.j... json . Lwhatsp... afterpay.... im2...
com. com. com. com. com. com.avast. com.avg. com.avira. com. com.b2p. com. com. b com. com. com.belk;
atherisapp atlassian. attapoll. audible. autoscout2 ios H MobileEsse azurgames. stackydash. babbel. bab/sdu(at baidujp. BallGames. barber. BasicGame games bentostudi
sfgenjson JitsiMeet.. iosjson  iphonejson 4.labjson  securityj... securityj.. ntialsjson stackball... json babbelM... iontoys.f... Simejilntl... Woodtur... barberch... s.Pilelt3D... solitairej... o.ballsvs...
com. com. com. mm.bgg. com. com. com. com. N com. b(\dy . com. com. com. com. com. com.
bestsecret.  bettergam  betterm jump.json i bisonapp. bitpanda. 3 bjoernbart . positive. boohoo. booking. BoostColle bostonban  brainbow. braindom.
BestSecr... es.realdr... betterme 4 bisonjson bitpanda... i els.MyLo... e Jjson itti app.json Booking... ctiblesBV... anaVide... peakpro... Jjsen
.
Com. COMm. Com. .DS com.busuu. COM. . Com. . Com.
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Privacy labels

« 841 of 1001 apps have valid privacy labels. Of those, 32 claim not to collect any data,

namely:

* TeleGuard

* Voice Recorder - Audio Editor*
* Tik Saver : Tik Tok Downloader
«  whatspoof fake chat g Google Ads
*  Stop Motion Studio

«  WATCHED - Multimedia & Movie §\ Googlerds ¥ Firebase

+ free2pass
. Darf ich das?

e Moodle ¥ Firebase

VPN TrackBlock: data safety 4\ Googleads €

* PlattinO - Die Plattlern-App

«  Pureple Outfit Planner J Googleads M Firebase €
* Renpho ? Firebase

« Samsung Galaxy Watch (Gear S) # Firebase
 Cisco Webex Meetings

Windscribe VPN

SpiderDoll € unity
Meine AOK

Sicher Reisen P Firebase
Wahl-O-Mat
ePassGo

DSBmobile
DKB-TAN200 webtrekk
ElsterSmart

EPICOM
Onlinebefunde
SafeVac

STIKO-App # Firebase
atWork Timesheet
Re-open EU

Blutspende
Hayat Eve Sigar » Firebase
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https://apps.apple.com/us/app/teleguard/id1505636751?uo=4
https://apps.apple.com/us/app/voice-recorder-audio-editor/id1177522900?uo=4
https://apps.apple.com/us/app/tik-saver-tik-tok-downloader/id1556352833?uo=4
https://apps.apple.com/us/app/whatspoof-fake-chat/id1290628726?uo=4
https://apps.apple.com/us/app/stop-motion-studio/id441651297?uo=4
https://apps.apple.com/app/watched-multimedia-movie/id1539608496
https://apps.apple.com/us/app/free2pass/id1561574735?uo=4
https://apps.apple.com/us/app/darf-ich-das/id1529322054?uo=4
https://apps.apple.com/us/app/moodle/id633359593?uo=4
https://apps.apple.com/us/app/vpn-trackblock-data-safety/id1487785605?uo=4
https://apps.apple.com/us/app/plattino-die-plattlern-app/id1565514424?uo=4
https://apps.apple.com/us/app/pureple-outfit-planner/id628106373?uo=4
https://apps.apple.com/us/app/renpho/id1219889310?uo=4
https://apps.apple.com/us/app/samsung-galaxy-watch-gear-s/id1117310635?uo=4
https://apps.apple.com/us/app/cisco-webex-meetings/id298844386?uo=4
https://apps.apple.com/us/app/windscribe-vpn/id1129435228?uo=4
https://apps.apple.com/us/app/spiderdoll/id1565514261?uo=4
https://apps.apple.com/us/app/meine-aok/id1406830270?uo=4
https://apps.apple.com/us/app/sicher-reisen/id582341229?uo=4
https://apps.apple.com/us/app/wahl-o-mat/id511947348?uo=4
https://apps.apple.com/us/app/epassgo/id1554859142?uo=4
https://apps.apple.com/us/app/dsbmobile/id461741785?uo=4
https://apps.apple.com/us/app/dkb-tan2go/id881860044?uo=4
https://apps.apple.com/us/app/elstersmart/id1018163929?uo=4
https://apps.apple.com/us/app/epicom/id1560303198?uo=4
https://apps.apple.com/us/app/onlinebefunde/id447999942?uo=4
https://apps.apple.com/us/app/safevac/id1440303107?uo=4
https://apps.apple.com/us/app/stiko-app/id1527738367?uo=4
https://apps.apple.com/us/app/atwork-timesheet/id857189697?uo=4
https://apps.apple.com/us/app/re-open-eu/id1531322447?uo=4
https://apps.apple.com/us/app/blutspende/id391098483?uo=4
https://apps.apple.com/us/app/hayat-eve-s%C4%B1%C4%9Far/id1505756398?uo=4

Indicators

privacy label indicators in requests (as plain text or base64-encoded)

400 A declared
- I not declared

350 A

300 A

18]
o
1

Device ID 4
Coarse Location -
Precise Location -

Name -
Email Address -
Contacts -

indicators

Number of apps with at least one request that includes the respective indicator as specified by the privacy
labels and whether it was declared. Indicators included in plain text or base64-encoded are considered.
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Purposes

privacy label purposes in requests

[ declared
Il not declared

tracking
ads

purposes

Number of apps with at least one request for the purpose of tracking or ads as specified by the privacy labels
and whether it was declared. Based on Exodus tracker database and most popular ad hosts in data set.
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https://reports.exodus-privacy.eu.org/en/trackers/

Conclusion

» Very similar results for Android and iOS
« Similar amount of tracking, covering the same data and through the same third-party
companies

* Currently major difference w.r.t. ad ID

Ly,
o % ‘(.
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Conclusion

= Play Console Help Q Describe yourissue

Manage policy violations

Advertising ID

Starting in late 2021, when a user opts out of interest-based advertising or ads personalization, the
advertising identifier will not be available. You will receive a string of zeros in place of the identifier.

How to support your app's users
Advertising ID

Declare permissions for your app

The advertising 1D is a unique, user-resettable ID for advertising, provided by Google Play services. It gives users
better controls and provides developers with a simple, standard system to continue to monetize their apps. It
enables users to reset their identifier or opt out of personalized ads (formerly known as interest-based ads) within
Google Play apps.

M @ @ @ @

Provide app privacy and security
information for Google Play's safety
section

E Requirements for distributing apps in

: H specific countriesiregions
Google Play services update in 2021 ket
As part of Google Play services update in late 2021, the advertising ID will be removed when a user opts out of E Reguirements for apps that
personalization using advertising ID in Android Settings. Any attempts to access the identifier will receive a string communicate government information
of zeros instead of the identifier. To help developers and ad/analytics service providers with regulatory
compliance efforts and respect user choice, they will be able to receive notifications for opt-out preferences. If [E Viewing and purchasing your own apps

you want to test the aforementioned notification system, fill out this form @ .

. . . [E] Find and troubleshoot your license key
This Google Play services phased rollout will affect apps starting late 2021 and will expand to affect apps running

on all devices that support Goagle Play in early 2022. For essential non ads use-cases such as analytics and &

Use of SMS or Call Log permission
fraud prevention, use App Set ID & .

groups

Additionally, apps updating their target API level to 31 (Android 12) will need to declare a Google Play services

normal permission in the manifest file as follows: E Reguesting access to location in the
background

<uses-permission android:name="com.google.android.gms.permission.AD ID"/>
E Requirements for coronavirus disease

Some SDKs, such as the Google Mobile Ads SDK (play-services-ads) may already declare this permission in the
2019 (COVID-18) apps

SDK's library manifest. If your app uses these SDKs as cies, the AD_ID ission from the SDK's
library manifest will be merged with your app’s main manifest by default, even if you don't explicitly declare the
permission in your app's main manifest. Learn more about merging manifest files on the Android Developers site
B.

[El Understand upcoming changes to news
and news-related apps

Some Google Play policies, such as the Families Policy, require that apps not use the Ad ID. If your app uses E Use of Allfiles access
SDKs, like the Google Mobile Ads SDK, that declares the AD_ID permission in their library manifests, you must (MANAGE EXTERNAL STORAGE)

https://support.google.com/googleplay/android-developer/answer/6048248?hl=en
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Conclusion

» Very similar results for Android and iOS

« Similar amount of tracking, covering the same data and through the same third-party
companies

» Currently major differences w.r.t. ad ID, but similar changes planned for Android
» Apple does at least innovate somewhat, e.g. through privacy labels (pretty accurate)
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Conclusion

iMore H w Q

Google reveals Android version of Apple's
privacy nutrition labels
"Developers can share what data their app collects and why, so users
can download with confidence.
var E2 Keep in Touch

iigr; u&p now t? get;:e Icltest news,

Developers can share

| would like to receive news and offers from

Data privacy & security what data their app other Future brands.
collects and why, @ves ONo
so users can download
- 3 I would like to receive mail from Future
with confidence partners.
App eomects 8 types of gata ®ves ONo
Y SIGN ME UP

No spam, we promise. You can unsubscribe at any time
and well never share your details without your

permission

Source: Google

https://www.imore.com/google-reveals-android-version-apples-privacy-nutrition-labels
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Future work

» Improve IPA acquisition “framework”

» Investigate defenses against tracking in general and metadata extraction in particular
» Dive deeper into privacy labels

» More sophisticated data analysis
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