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Do they track?
Automated analysis of Android apps for privacy violations

Benjamin Altpeter and Malte Wessels, 2021-03-09



Motivation

* in 2018, GDPR went into force, mandating a framework that is not only consistent across
the whole EU but also more strict than previous data protection regulation

» both interested in data protection and volunteer in a data protection non-profit,
Datenanfragen.de e. V.

» recently, various reports published of apps transmitting lots of data back to the developer
or even third-party providers
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Research by Privacy International (2019)

NGO Privacy International manually tested 34 apps:

“We found that at least 61 percent of apps we tested automatically transfer data to
Facebook the moment a user opens the app.

[...]

We also found that some apps routinely send Facebook data that is incredibly detailed
and sometimes sensitive. [...] A prime example is the travel search and price comparison
app "KAYAK", which sends detailed information about people’s flight searches to
Facebook, including: departure city, departure airport, departure date, arrival city, arrival
airport, arrival date, number of tickets (including number of children), class of tickets
(economy, business or first class).”
https://privacyinternational.org/report/2647/how-apps-android-share-data-facebook-report
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https://privacyinternational.org/report/2647/how-apps-android-share-data-facebook-report

Research on TikTok (2020)

“l can see 3 types of parameters:

Info about the device: device_id, device type, device _brand, os_api, 0os_version, ...
Info about the app: app_type, app_language, version_code, version_name,

build_number, ...
Info about the user: current_region, locale, region

While that might sound surprising to you, it really isn’t. Such practice is pretty standard
and you can be assured that most apps you use have the same data-retrieval process.’
https://medium.com/@fs0c131y/tiktok-logs-logs-logs-e93e8162647a
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https://medium.com/@fs0c131y/tiktok-logs-logs-logs-e93e8162647a

Quick GDPR primer

« concerns itself with the processing of personal data (Art. 2(1) GDPR)
» both terms defined in Art. 4 GDPR:

» personal data: “any information relating to an identified or identifiable natural
person [...]; [i.e.] one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, [...], an online identifier or [...] the physical,
physiological, genetic, mental, economic, cultural or social identity [...]" (Art. 4(1) GDPR)

» processing: “any operation [...] performed on personal data [...], such as collection,
recording, organisation, structuring, storage, adaptation or alteration, retrieval,
consultation, use, disclosure by transmission, dissemination or otherwise making
available, alignment or combination, restriction, erasure or destruction” (Art. 4(2) GDPR)

« explicitly very broad terms, in essence any data that can somehow be connected to a
person (including pseudonymously!) and that a company deals with in some way is
covered by the GDPR
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Quick GDPR primer

» applicable EU-wide (Art. 3(1) GDPR), also applies to non-EU companies (Art. 3(2) GDPR)
given they deliberately process the data of people in the EU in relation to the offering of
goods and services; or in the case of the monitoring of the behaviour of people in the EU
(— tracking)

« important for us: companies need a legal basis if they want to process our data (more on
that later)
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Enter Schrems Il

» recent (July 2020) Schrems |l ruling by the European Court of Justice

« generally, transferring data to country outside the EU is forbidden unless it there is an
exception that allows it (Art. 44-50 GDPR)

» previously, transfers to the USA usually based on Privacy Shield (or Safe Harbor before
that), a so-called adequacy decision

» however, Privacy Shield was invalidated by the ruling and cannot be used anymore

» technically, it is still possible to legally transfer data to the US in narrow circumstances but
the general consensus says it's pretty much impossible [1], [2], [3]
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http://curia.europa.eu/juris/document/document.jsf?text=&docid=228677&pageIndex=0&doclang=en
https://diercks-digital-recht.de/2021/01/die-rechtslage-im-transatlantischen-datenverkehr-teil-1-von-4-wie-ordnet-die-us-regierung-das-schrems-ii-urteil-des-eugh-ein/
https://diercks-digital-recht.de/2021/02/rechtslage-im-transatlantischen-datenverkehr-teil-2-von-5-loesungen-der-aufsichtsbehoerden-aus-dem-elfenbeinturm/
https://noyb.eu/en/next-steps-users-faqs

Schrems |I

* in practice, so far barely any companies are fully compliant with this ruling due to the
prevalence of US cloud providers etc., and enforcement is so far very limited

» however, while the supervisory authorities are currently fairly lenient on this matter, they
expect companies to review their transfers to the US and only keep those that are
necessary and cannot be replaced

» thus: tracking using US providers is most likely illegal, especially without user consent
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Research question

« How common is tracking in apps actually?
» In particular, we are looking at tracking that happens without any user interaction (and

thus, without consent).

« We want to develop a tool that can analyse this automatically for a large number of apps.
« We also manually looked at some of the interesting cases we discovered in the data.
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Image: Nina Mercado (Unsplash license)

Method
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Emulation

» Android SDK ships with emulator = Z5 Limitations
= Android 11 (API level 30) ® jt's trivial to detect this Emulator
» Android 11 allows running ARM apps in " jt's not a real device!

x86 emulators
Android Debug Bridge (ADB)
» shell and interface
install CA as system CA
" /systemread only — OverlayFS
= prepare Honey data
= contacts, pictures, sensor data, location,

= seed clipboard as well
= record screen
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Image: Alexander Mils (Unsplash license)

Honey data

Quick rundown
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ldentifiers

 gaid: 827d8162-0elc-48cd-892e-4abd3df95ba8
« “The advertising ID is a unique, user-resettable ID for advertising, provided by Google
Play services” [1]
« external IP: 134.169.32.95

 location inferable
« SSID (Androidwifi), BSSID (02:15:2:00:01:00), internal IP (10.0.2.16)

» BSSID mappable to location! [2]
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https://support.google.com/googleplay/android-developer/answer/6048248?hl=en
https://ieeexplore.ieee.org/document/7023274

Contact

Honeypotdontcopy Mustermensch
055533114411

honeypotdontemail@bn.al

Honeypotdontvisit Lane 314, 1618 Honeypotville
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Device status

- battery percentage: 77% (not charging) [J

« device rotation: (Z=-5.0,X=-24.7,Y=-22.2)

* device movement: (X=1.2,Y=-0.4,7=0.8)

* |ocation: Martinstral3e 14, 21614 Buxtehude, Germany
* 53.40675, 9.6916
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Calls and messages

* incoming call from +49 5553 2653589 (answered, 31 sec., 2021-01-04)
- called back (answered, 10 sec., 2021-01-04)

« SMSfrom +49 531 470 7634 ("Honeypotdontmessage", 2021-01-04T10:44, read)
* reply ("Honeypotdontread", 2021-01-04T10:46)
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Files

» Three photos of the emulator camera
picture taken and in gallery

« Two screenshots of datarequests.org in
the system webview
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http://datarequests.org

Clipboard

» "Honeypotdontpaste"

« seed data with Clipper
* newer Androids: app needs to be in foreground
« seed in preparation step
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Image: Isis Franga (Unsplash license)

Enough Honey data

Back to our method
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APK acquisition

 https://github.com/NoMore201/googleplay-api

» adjust dependencies (pip install requests==2.22.0) [1]
 dedicated new Google account

get token

crawl for app IDs

» open Play Store, browse popular apps

e run JS to extract app IDs

download APKs from Google with gplaycli

1,408 apps downloaded

installation
« grant all run time permissions!
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https://github.com/NoMore201/googleplay-api/issues/84#issuecomment-744511194

Machine in the middle

mitmproxy
root CA to install on device
proxy runs on host
* mitmweb for manual analysis
« mitmdump for cli usage and scripting
capture traffic with custom addon
dump into SQL database
we only store the request, not the response!

Ly,

%

o
%
&
<

% Technische .
%E Universitit 2021-03-09 | Benjamin Altpeter and Malte Wessels | Do they track? | CC by 4.0 | Page 21

U%; g INSTITUTE FOR
L) g .
2| Braunschweig IAS APPLICATION
A
SECURITY




Certificate pinning
« But what about certificate pinning?

« Solution:
 Frida (“dynamic instrumentation toolkit”)
* injects JS runtime into process
» run JS scripts in app context, hook functions, ...
* objection (“Runtime Mobile Exploration™)
 uses Frida
» SSL bypassing
» hooks SSL verification functions
« start app through objection to capture everything
* let apps run for 60 seconds
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https://github.com/frida/frida
https://github.com/sensepost/objection

Automation

automate steps with Python script
reset Android system after every app
 hot boot
run script on a physical machine
* — hardware emulation support!

machine:

* Intel Core i13-9100 CPU @ 3.60GHz
« 8GB RAM

« 240GB NVMe

spoiler: all resources exhausted
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Image: Cesar Carlevarino Aragon (Unsplash license)

Filter background noise
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Android is noisy

‘+ Technische

Android is really noisy by default
» connectivity check frequently probes
http://connectivitycheck.gstatic.com/generate 204 (1)
« disable via adb
even system apps have telemetry by default
logging
* reports every app install
* androidantiabuse and androidcheck requests
» Google Play logs & auth requests
we recorded the running system for a several hours and recorded the traffic
created host and path based filter
* remove everything from the recorded idle run
» approximates lower bound
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https://android.googlesource.com/platform/packages/modules/CaptivePortalLogin/+/refs/heads/master/src/com/android/captiveportallogin/CaptivePortalLoginActivity.java#106

Clock widget

POST https://ssl.google-analytics.com/batch

"a": "1399991084",

"utc": ["Digital Widget", "Digital Widget", "Digital

Widget"],
"aip": [lllll, lllll, "1"],
"an": ["Clock", "Clock", "Clock"],

"tid": ["UA-61414137-1", "UA-61414137-1", "UA-

61414137-1"],

"autt": ["20"™, "4w, "1"7],

"t": ["timing", "timing", "timing"],
"s": o ["5M, 6", "7v],

"avh: ["6.2 (259367952)", "6.2 (259367952)", "6.2

(259367952) "],
"Widget Data Fetch"],

HVH: [Hl", Hl", "1"],

" v": ["mal8.5.89", "mal8.5.89", "mal8.5.89"],
Hul‘l: ["eD—US", "el'l—US", "en_usll] ,

utv": ["Widget Data Fetch", "Widget Data Fetch",

"aid": ["com.google.android.deskclock",
"com.google.android.deskclock",
"com.google.android.deskclock"],

"cid": [
"beb20edf-6c5c-4e13-93bb-5a788210cb72",
"beb20edf-6c5c-4e13-93bb-5a788210cb72",
"beb20edf-6c5c-4e13-93bb-5a788210cb72"

]I

"sr": ["1440x2392", "1440x2392", "1440x2392"]

"ht": ["1610975551964", "1610975553497",

"1611663930874"],

"gt": ["688540681", "688539148", "l61771"],

" gmsv": ["201.8.17\\na=1399991084",

"201.8.17\\na=1399991084", "201.8.17"]
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Image: Yassine Khalfalli (Unsplash license)

Initial findings
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Indeed JOb SearCh @ Editors’ Choice

Indeed Jobs Business * ok k) 1,236,827 &

o USK: All ages

Contains Ads

Install

Discover more Review job search Get job alerts to
about jobs resources stay updated

Message employ,

directly

Easily apply from
your phone

indend
Customer Service

Representative e .
P Career Guide

» N

0 S

Editor's Picks

Find jobs on Indeed, the job search app built to help you every step of the way. Get free access to millions of job postings, personalize

READ MORE

ADDITIONAL INFORMATION

Updaled Size Installs Current Version RE[{UH‘ES Android

March 4, 2021 Varies with device 100,000,000+ Varies with device Varies with device

Content Rating nteractive Elements ermission Report Offered B

https://play.google.com/store/apps/details?id=com.indeed.android.jobsearch
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https://play.google.com/store/apps/details?id=com.indeed.android.jobsearch

Indeed Job Search

"af timestamp": "1611209035694",

"annsflyerKey!: "Fxloc¥XaS6)9TGyNebHQHrG", "sensors":
"operator": "T-Mobile", Wgirw g
"network": "MOBILE", "svVS":
".l.J..ll.lC:kJGlDDCL;.DJ..J.lL/ClGlD craarich™: "-1", "sN":
"open referrer": "android-app://android", "svV":
"af v2": "el089f09p150658adadbacd6f807c1947d072cb2", "SVE":
"uid": "1611209035909-2664535545820779500", o
"isGaidWithGps": "true", {
"lang code": "en", "sT":
"installDate": "2021-01-21 060319+0000", "sVS":
"app_ version code": "63766", "sN":
"firstLaunchDate": "2021-01-21 060358+0000", "sv":
"iyo". false. B "sVE" :
"model": "sdk gphone x86 64 arm64", o
"lang": "English", {
"brand": "google", "sT":
"batteryLevel”": "77.0", "svVS":
"devicelype": "userdebug", "sN":
"product": "sdk gphone x86 64 arm64", "sv":
"SVE":

POST https://t.appsflyer.com/api/v4/androidevent

?buildnumber=4.10.3&app id=com.indeed.android.jobsearch

"dayriceDNata" .

bl

{
[ {
1,

[0.7662141, 9.013549, 3.795387],
"Goldfish 3-axis Accelerometer",
"The Android Open Source Project",

[0.7662141, 9.013549, 3.795387]
2,
[-17.875, 24.125, -38.4375],

"Goldfish 3-axis Magnetic field sensor",
"The Android Open Source Project",

[-17.875, 24.125, -38.4375]
4,
(0, 0, 01,

"Goldfish 3-axis Gyroscope",
"The Android Open Source Project",
(0, 0, 0]
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Still Indeed

"cpu abi": "x86 64", "date2": "2021-01-21 070319+0100",
"build display id": "sdk gphone x86 64 armb64 "counter": "1",
-userdebug 11 RSR1.201013.001 6903271 dev-keys", "datell. "2021-01=-21 _070319+0100"
"btch": "no", "advertiserId":
"dim": | "827d8162-0elc-48cd-892e-4abd3df95bas8",
"size": "2", "advertiserIdEnabled": "true",
"ydp": "560.0", "af v": "7a%6abbb95cfdcc7fb%ebb214fddcl19e695804",
"xdp": "560.0", "carrier": "Android",
"y px": "2392", "af preinstalled": "false",
"x px": "1440", "iaecounter": "O0",
"d dpi": "560" "sdk": "30",
1 "app version name": "47.0",
"arch": "", "device": "generic x86 64 arm6d",
"bt1": "77.0", "platformextension": "android native",
"cpu abiz": "" "cksm v1": "25f578b2fe344d152£0£c5d357404£c890"
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Audible: audiobooks, podcasts & audio stories

Audible, Inc  Books & Reference * k& %3 1125633 2

audible\:\/ B Usk: Ages 12+

The world’s
largest selection of
audiobooks

Including Podcasts & Audible Originals
oY
. % |

Find a listen for every moment. Choose binge-worthy audiobooks, exclusive podcasts, bite-sized audio content and genre-bending

READ MORE
ADDITIONAL INFORMATION
Updated Size Installs Current Version Requires Android
March 3, 2021 26M 100,000,000+ 3.0.0 4.1 and up
https://play.google.com/store/apps/details?id=com.audible.application
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https://play.google.com/store/apps/details?id=com.audible.application

Au d | b I € POST https://control.kochava.com/track/json

"action": "install", "battery status": "not charging",
"kochava device id": "KA3731610548931t77133eb5ade9f4([..]", "battery level": 77,
"sdk protocol™: "14", "device cores": 2,
"sdk version": "AndroidTracker 3.7.3", "locale™: "en-uUs",
"nt id": "d45c5-1-47dfae35-b398-40d2-a2e6-bd7bb40c88d0", "timezone": "Furope/Berlin",
"data": { "bluetooth name": "sdk gphone x86 64 arm64",
"screen brightness": 0.4, "ul mode™: "Normal",
"device orientation": "portrait", "notifications enabled": true,
"volume": 0.3333, "background location": false,
"carrier name": "Android", "bms": 1610548366742,
"adid": "827d8162-0elc-48cd-892e-4abd3df95bal8", "network conn type": "wifi",
"device": "sdk gphone x86 64 armé64-google", "network metered": false,
"disp h": 2560, "nsertime": 1610548931,
"disp w": 1440, "uptime": 6.764,
"package": "com.audible.application", "state_active": true,
"installed date": 1610548859, "app_ limit trackinag": false.
"os version": "Android 11", "identity link": {
"device limit tracking": false, "marketingcloudvisitorid":
"is genuine": false, "14340173368323804205870968500570471451"
"screen dpi": 560, }
"screen inches": 5, },
"manufacturer": "Google", "sdk id": "c456-s26905-",
"product name": "sdk gphone x86 64 arm64", "send date": "2021-01-13T14:42:17.8857Z"
"architecture": "x86 64",

Technische
Universitit 2021-03-09 | Benjamin Altpeter and Malte Wessels | Do they track? | CC by 4.0 | Page 32

Braunschweig I A S

INSTITUTE FOR
APPLICATION
SECURITY




ESPN @ Editors: Choice

Disney Sports * % k¥ 628431 &

6 USK: Ages 6+

Contains Ads - Offers in-app purchases

STREAM THOUSANDS OF LIVE SCORES FOR
LIVE EVENTS GET ESPN+ TODAY

Watch thousands of live events and shows from the ESPN networks plus get scores, on-demand news, highlights, and expert analysis

READ MORE
ADDITIONAL INFORMATION
Updated Size Installs Current Version Requires Android
February 25, 2021 Varies with device 50,000,000+ Varies with device 5.0 and up
https://play.google.com/store/apps/details?id=com.espn.score_center
Technische —
Universitit 2021-03-09 | Benjamin Altpeter and Malte Wessels | Do they track? | CC by 4.0 | Page 33

hwei INSTITUTE FOR
Braunschweig APPLICATION
SECURITY


https://play.google.com/store/apps/details?id=com.espn.score_center

ESPN POST https://control.kochava.com/track/Jjson

"action". "initial",

"kochava device id": "network conn_tvpe": "wifi",
"KA3711610545608t639846df0756468ba090c72c5e0d1lded", "ssid": "\"Androidwifi\"",
"sdk protocol": "14", "bssid": "02:15:2:00:01:00",

"sdk version": "AndroidTracker 3.7.1", "network metered": false,
"nt id": "usertime": 1610545608,
"ed86f-1-dd48fc04-£f405-4c06-9ce3-b81da3fcl83b", "uptime": 2.005,
"data"-. { "state active": true,
"screen brightness": 0.4, "app limit tracking": false,
"device orientation": "portrait", "identity link": {
"volume": 0.3333, "adobevisitorid": "null",
"carrier name": "Android", "unid": "NO UNID",
"adid": "827d8162-0elc-48cd-892e-4abd3df95basg", "marketingcloudvisitorid":
"device": "sdk gphone x86 64 armé64-google", "39096276555537262255534371433003822371"
"disp h": 2560, }
"disp w": 1440, },
"package": "com.espn.score center", "sdk id": "c863-s30486-",
"installed date": 1610545526, "send date": "2021-01-13T13:46:50.9002Z"
"app name": "ESPN",
"app version": "8707",
"app short string": "6.36.1",

(.1,
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Bitmoji
Bitstrips  Entertainment * % % % ¥ 3,359,020 &

6 USK: Ages 6+

Create Your Avatar Bitmoji Fashion Bitmoji Keyboard Bitmoji Stickers

Use your camera to instantly Dress your avatar to match Share Bitmoji stickers Say anything from
create an svatar that kooks ke you your reskworld style wherever you chat

Bitmoji is your own personal emoji.

READ MORE
ADDITIONAL INFORMATION
Updated Size Installs Current Version Requires Android
March 1, 2021 Varies with device 100,000,000+ Varies with device Varies with device

Content Rating nteractive Elements Permissior Report Offer

https://play.google.com/store/apps/details ?id=com.bitstrips.imoji
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https://play.google.com/store/apps/details?id=com.bitstrips.imoji

Bitmoji

"events":

Technische
£ Universitit

[{

"catecgorv": "application",

"action": "app open",
"avatarld": "0",
"timestamp": 1610547947100,

"label™:
"{\"with screen read\":false,\"state\":\"cold\"}",

"appId": 1.

"has snapchat installed": false,

"session_ 1d":
"5cebald8-46c5-4992-8142-0edf3e994bbe™,

"experimentIds": [],

"sequence id": 0,

"login session_ id":
"4104bbl10-1abc-4128-a828-18b%e7413dbd"

{

"category": "performance",

"action": "INSTALL EXPERIMENT PULL",

"avatarld": "0",

"timestamp": 1610547949712,

"label": "{\"latency\":2628,\"success\":true}",

"appId": 1,

H]

POST https://bitmoji.api.snapchat.com/api/analytics/wevents

"has snapchat installed": false,

"session_ 1d":
"5cebal0d8-46c5-4992-8142-0edf3e994bbe",

"experimentIds": [274, 331, 3927,

"sequence id": 1,

"login session_id":
"4104bb10-1abc-4128-a828-18b9%e7413dbd"

{

"category": "welcome",
"action": "page view",
"avatarld": "0",
"timestamp": 1610547963550,
"label™:

"{\"referrer\":\"\",\"login version\":1}",

"appId": 1.

"has snapchat installed": false,

“session 1d":
"5cebald8-46c5-4992-8142-0edf3e994bbe",

"experimentIds": [274, 331, 3927,

"sequence id": 2,

"login session id":
"4104bbl10-1abc-4128-a828-18b9%e7413dbd"

¥ Braunschweig
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Audiomack: Download New Music Offline Free

Audiomack Music & Audio * &k k4 1,23

B usk: Ages 12+

Contains Ads - Offers in-app purchases

Stream and Download
great new music

TOP t@ + TRENDING

Stream and download the best new songs, albums, and playlists for free and play them offline data-free! Browse music from top

READ MORE

ADDITIONAL INFORMATION

Updated Size Installs Current Version Requires Android

March 4, 2021 30M 10,000,000+ 5113 5.0 and up

- https://play.google.com/store/apps/details?id=com.audiomack
o b‘-
& AU N
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https://play.google.com/store/apps/details?id=com.audiomack

AUC“OmaCk POST https://aax-eu.amazon-adsystem.com/e/msdk/ads

"oo": "false'". "slots": [
"dinfo": { {
"os": "Android", "sz": "320x50",
"model": "sdk gphone x86 64 arm64", "slot": "a%6a0772-470b-4865-b2fa-daed2957fabe",
"make": "Google", "slotId": 1,
"hwv": "generic x86 64 arm64", "supportedMediaTypes": ["DISPLAY"]
"osVersion": "11", }
"country": "US", 1
"carrier": "Android", "mraid": ["L.0"™, "Z.0"],
"language": "en", "appld'. "f£d4370008318h452083cd98207353F34",
"screenSize": "411x731", Nidfalr. "8274d8162-0elc-A48cd-_R02c-_-4230d3d£95hal"
"scalingFactor": "3.5", "geoloc":
"ppi": "560", "53.45945945945946,9.71425451253771,2000.0, 13",
"orientation": "portrait", “IsDIBMObIIe™: “"true™,
"connectionType": "Wifi" "ua": "Mozilla/5.0 (Linux; Android 11;
b o sdk gphone x86 64 arm64 Build/RSR1.201013.001; wv)
"adsdk™: "aps-android-8.4.0" AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0
Chrome/83.0.4103.106 Mobile Safari/537.36",
"pkg": { "lbl": "Audiomack", "pn": "com.audiomack",
"y": "10208", "wvn": "5.10.4" 1},
"gdpr": { "c": "ACRAAA"™ }
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PayPal Mobile Cash: Send and Request Money
Fast

PayPal Mobile Finance * % & &+ 1,836,125 &

o USK: All ages

The easy Send money and
way to pay. split the bill

”

N

You recuived $82.55 from
Sophia Srooks

Love it, thanks!

Our new PayPal app is a simple and secure way to get paid back for last night's takeaway, send money to friends who have an account

READ MORE
ADDITIONAL INFORMATION
Updated Size Installs Current Version Requires Android
March 5, 2021 86M 100,000,000+ 7.37.2 5.0 and up

https://play.google.com/store/apps/details?id=com.paypal.android.p2pmobile

1.
o,
%
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https://play.google.com/store/apps/details?id=com.paypal.android.p2pmobile

PayPal

"app_guid": "20a8a72a-eed46-41ba-8070-44b88b1£0700",

"app_ id": "com.paypal.android.pZpmobile",

"android id": "576a7al9lcOe%4fe",

"app version": "7.35.2",

"app first install time": 1610985267665,

"app last update time": 1610985267665,

"conf url":
"https://www.paypalobjects.com/rdaAssets/magnes/
magnes_android rec.json",

"comp version": "5 1 0 release".

"device model": "sdk gphone x86 64 arm64",
"device name": "generic x86 64 arm6d",
"gsf id": "395f6d69bl36ffbc",

"is emulator": true,

"ef": "10001",

"is rooted": true,
"rf": "0100100",

"os type": "Android",
"os version": "I11",
"payload type": "full",

POST https://c.paypal.com/r/vl/device/client-metadata

"sms enabled": true,

"mac_addrs": "02:00:00:00:00:00",

"magnes guid": {
"id": "ef7d9022-a97a-4571-80e6-aafB8aafe34dc",
"created at": 1610985347998

}I

"magnes source": 10,

"source ADD version". "7 35 D0

"total storage space": 6240665600,

"nc": [1017],

"t": false,

"pairinag_id": "391bcb74073e4541ac903d518c1186d7",

"bssid": "02:15:b2:00:01:00",

"bssid array": ["02:15:b2:00:01:00"],

"cell id": 91,

"conn type": "WIFI",

TCOIL Versliomn™: N0,

"dmo": false,

"dc_id": "78943ed0b393f£96d930532e9d579140",

"device uptime": 605134,

Technische
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Still PayPal

"ip addrs": "10.0.2.16", "roaming!'. falsa
"ip addresses": [ "sim operator name": "T-Mobile",
"10.0.2.16", "ssid": "\"Androidwifi\"",
"10.0.2.15", e s tatp T T T09e 5546295,
"fe80::bcd3:53ff:feal:89f2%dummy0", "tz name": "Central+European+Standard+Time",
"fe80::31lec:£f660:1191:9dc8%wlan0", "ds": false,
"fec0::247d:2fcb:c2c5:25a6", "tz": 3600000,
"fec0::5901:b8e4d4:adba:110", "network operator": "310260",
"fe80::e066:23ff:fe%9e:a31d%radiol", "y o "2m,
"fecO0::e066:23ff:fefe:a31d", "mg id": "2£791641a776497424da517825871al0",
"fec0::£81d:2504:8e52:c019" "linker id": "bbdaedea-0a46-4a99-b0da-a%4eafc67d3c",
1 g "pl": M"111111",
“I0Cale country : "UST, "sr": { "ac": true, "gy": true, "mg": true }
"locale lang": "en",
"location area code": 3,
"phone type": "gsm",

"risk comp session id":
"7£58p£54-8420-43da-a768-e39769d24514",
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Is that legal?

a conclusive list of legal bases is given in Art. 6(1)(a—f) GDPR; interesting for apps:
« consent (lit. a)
» performance of a contract (lit. b)
+ legitimate interest (lit. f), in that cases needs to weigh their interest against the
fundamental rights of the user
in practice, processing in apps is usually based on consent or legitimate interest
» but supervisory authorities say that consent is necessary for tracking in most cases [1]

» recital 32 mandates conditions for consent: “Consent should be given by a clear
affirmative act [...] Silence, pre-ticked boxes or inactivity should not therefore constitute
consent. [...]”

1.
o "'b¢

remember: none of the apps received any user input, so obviously no consent was given
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https://www.ldi.nrw.de/mainmenu_Datenschutz/submenu_Technik/Inhalt/TechnikundOrganisation/Inhalt/Zur-Anwendbarkeit-des-TMG-fuer-nicht-oeffentliche-Stellen-ab-dem-25_-Mai-2018/Positionsbestimmung-TMG.pdf

Results
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Statistics

» of the 1,408 downloaded apps, we successfully ran 1,296
« for the missing ones, Frida and objection failed to start the app with certificate pinning

disabled

 limitation of our approach: we can’t confirm if apps without any logged requests failed or
simply didn’t make any requests
« again, we can only provide a lower bound

1Ly
CANTR
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Indicators

indicators found in requests (as plain text or base64-encoded)
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Requests per app

requests per app
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Requests per app: the outlier

KetoDiet: Keto Diet App Tracker, Planner & Recipes com.ketodietapp.ketodiet.full 907
Dumbbell Workout at Home - 30 Day Bodybuilding dumbbellworkout.dumbbellapp.homeworkout 267
Shahid - 2als net.mbc.shahid 233
Collage Maker - Photo Editor & Photo Collage photoeditor.layout.collagemaker 214
Who is? Brain Teaser & Tricky Riddles com.unicostudio.whois 213
Tile com.thetileapp.tile 205
Logo Maker - Free Graphic Design & Logo org.contentarcade.apps.logomaker 205
Templates

Tango - Live Video Broadcasts and Streaming Chats  com.sgiggle.production 204
ffi Rl N JL 3R — 08 LR SRl kr.co.smartstudy.bodlebookiapsong_cn_android_ 192

googlemarket

Tile Connect - Free Tile Puzzle & Match Brain Game  link.merge.puzzle.onnect.number 186

1L
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* ok Kk ok k 920 2

KetoDiet: Keto Diet App Tracker, Planner & Recipes

Compumaster Ltd Health & Fitness

o USK: All ages

Offers in-app purchases

Discover healthy low-carb re

1\ o

KetoDie

KetoDietApp

1,300+ rcipes
140+ guides e

eresod by ur toam of enparts

KetoDiet App the original low-carb app from KetoDietApp.com

READ MORE
ADDITIONAL INFORMATION
Updated Size Installs Current Version Requires Android
February 22, 2021 132M 100,000+ 3.42 6.0 and up
https://play.google.com/store/apps/details?id=com.ketodietapp.ketodiet.full
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https://play.google.com/store/apps/details?id=com.ketodietapp.ketodiet.full

start_time 20 s A path

-81-19 ) 0ST nitedata v fmdi.InfiniteData/
21-81-19 156:87:35. 393 POS e : ects/ketodiet-¢ /! {"fid":"fzrzj-
21-01-19 16:07:37.4F 0ST mobi m ?_xid {"appInstallld

ccBl.
b4240all..
2021-81-19
2021-01-19
2021-81-19
821-81-19 th4. 7 T eta m / b B ) 568 1 v cf58: 7 5fbda5
-01-19
2021-81-19
2021-01-19 16:07:44.448239 BET mobile. P om Y x/ketodiet-public 711a35fc-1474-4cdB-8
2021-81-19 16:07:44.460289 GET bile. ap o Y x/ketodiet-public Th331128-T635-492e-Bb ad9828c Prev=2-af13%
odiet-public i 60 bl4
odiet-public/
odiet-publis
.10191%9
509

2021-81-19 T - eta W / f diet-public
29 2021-81-19 . T ile. 3 m / f diet-public
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Inefficient design? A bug?

> curl -I "https://mobile.ketodietapp.com/Sync.ashx/ketodiet-
public/IBPCS cbd6lelf-ell5-46aa-bacl-cbe3048eba3d?rev=2-
foafeaobblf8b2bdfee76790831dc2b02&revs=true&attachments=true"
HTTP/1.1 500 Internal Server Error

Cache-Control: private

Transfer-Encoding: chunked

Date: Sun, 07 Mar 2021 13:36:20 GMT~\\\\--‘

Takes 30s to respond, though.
Maybe they are DD0S-ing
their own server?

1Ly,
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Hosts per app

#hosts per app
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400 1

300 +
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100 +
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Requests to third-party tracking servers

#apps contacting third-party servers
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third-party companies

based on Exodus tracker database [1]
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https://reports.exodus-privacy.eu.org/en/trackers/

‘?‘HPPSFIUGI’ Products Industries Pricing Why AppsFlyer Partners Resources Company O Login -

Attribution data | e~ 0 |
you can trust

Accurate data, an unbiased customer-centric approach, and
privacy by design make AppsFlyer the attribution platform of
choice for the world’s leading brands

- ° lgn - e

https://www.appsflyer.com/

Technische

Universitit 2021-03-09 | Benjamin Altpeter and Malte Wessels | Do they track? | CC by 4.0 | Page 53 et for

Braunschweig I A S APPLICATION
SECURITY



https://www.appsflyer.com/

M O A T Solutions Customers Resources About
by ORACLE DATA CLOUD

Don't miss our upcoming webinar: The Evolution of Cross-Channel Ad Measurement. Register now

Measure consumer attention
across channels, devices, and
platforms

Get in touch

Moat Ad Search [EEEERSEAERE]

https://moat.com/
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https://moat.com/

‘PUBLISHERS ~BRANDS = OEMS  KIDOZ PLAYABLES INVESTORS DASHBOARD

WATCH YOUR
BRAND TAKE OFF

Join'the World's Largest Mo'bile Network for Kids

PUBLISHERS BRANDS

Safely Monetize Reach &
Kids' Apps Engage kids

https://kidoz.net/
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https://kidoz.net/

Where are the trackers based?

all in the datarequests.org
#apps contacting third-party servers Company database (nOW)
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third-party companies
based on Exodus tracker database [1]
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https://reports.exodus-privacy.eu.org/en/trackers/

Requests blocked by tracking filter lists

« Given the large number of tracking requests, how effective would a system-wide ad
blocker be?

» Three host-based filter lists combined:
« EasyPrivacy (from EasyList project)
» eulaurarien (first-party trackers host list)
« Perflyst Android tracking (for PiHole)

Ly
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https://v.firebog.net/hosts/Easyprivacy.txt
https://hostfiles.frogeye.fr/firstparty-trackers-hosts.txt
https://raw.githubusercontent.com/Perflyst/PiHoleBlocklist/master/android-tracking.txt

Requests blocked by tracking filter lists

« Total requests: 41,395, requests after filtering: 31,985 (77.26%)

Ratio of requests blocked by tracking filter list per app #requests blocked by tracking filter list per app
400
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ratio of blocked requests #requests blocked
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* % % %4 151

Baby Lullabies Sleep Music

OLD CALEDONIAN INVESTMENTS LTD Music & Audio Music & Video
o USK: All ages| & Family Friendly

Contains Ads - Offers in-app purchases

82% of requests
blocked...

Baby Lullabies Sleep Music App is a free offline application which helps your baby to fall asleep faste!

READ MORE
ADDITIONAL INFORMATION
Updated Size Installs Current Version Requires Android
March 20, 2019 47M 100,000+ 1.0.2 4.4 and up
https://play.google.com/store/apps/details?id=com.babyrelaxchannel.lullabies2
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https://play.google.com/store/apps/details?id=com.babyrelaxchannel.lullabies2

Maybe they at least use KIDOZ?
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6 2021-01-19 ©
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2021-81-19 0 2 GET ubleclick.n
91-19 07:F GET i . is.com
2021-81-19
2021-81-19

2021-01-19
] 2021-81-19
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Early Learning App For Kids

Early Learn Education Education * %k % k1 5495 2

o USK: All ages

Contains Ads

s Baa, baa, black sheep

Yes sir, yes sir, three t
- One for the master, A
And one for the little |

80% of requests
blocked

Early Learning App For Kids is for preschool kids, toddlers and kindergarten kids who want to learn ABC, rhymes, numbers, animal

READ MORE

ADDITIONAL INFORMATION

Updated Size Installs Current Version Requires Android

January 31, 2021 8.5M 500,000+ 51 5.0 and up
= https://play.google.com/store/apps/details?id=earlylearn.kidslearningworld
e By,
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https://play.google.com/store/apps/details?id=earlylearn.kidslearningworld

Same story here
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Special protections for children

 GDPR has even higher bars for processing data of children:

« “Children merit specific protection with regard to their personal data, as they may be
less aware of the risks, consequences and safeguards concerned and their rights in
relation to the processing of personal data. [Especially] for the purposes of marketing or
creating personality or user profiles and the collection of personal data with regard to
children when using services offered directly to a child.” (recital 38)

«  “Where the child is below the age of 16 years, [processing based on consent] shall be
lawful only if and to the extent that consent is given or authorised by the holder of
parental responsibility over the child.” (Art. 8(1) GDPR)

» “processing [...] for the purposes of the legitimate interests [...], except where such
interests are overridden by the interests or fundamental rights and freedoms of the data
subject which require protection of personal data, in particular where the data subject is
a child” (Art. 6(1)(f) GDPR)

1Ly
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Consent by the parents?

21
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POST https://app-measurement.com/a

[...]

. fr.o... e.®00%. ....%00%0... fot ..i"0....°00%0... fi ....I-9%0... lte

Iny3o. (20130.020i30.BlandroidJ. 11R.sdk_gphone x86 64 arm64Z|en-

us <j.manual installr.earlylearn.kidslearningworld...5.0..E0...U"...$827d8162-0elc-48cd-892e-4abd3df95bas

a

5b69b8a3ec488f391ebe7d64c959¢c259°.9.40TT4.5,..£.61:27655582681:android:£28806842a55c85fa..0..cj73krKSSEWVCc4C

BWm A72@.2... 'xX8&.e.%i..0..
..... 1
o..auto
sid.op8
_sno.... s.£¥y’0. ..B
o..auto
sC.
HomescreenNew
. si.U°A!P;i&.¥... vs..Iy%0. ....%00%... fot ..;"0....2004%0... fi ....£¥y%d... sno ....£¥y%d... sid
ons. . ... &.y%0... lte ....4,¥%0... se
ITny3o. (£¥y3%6.0.1y30.8200%0. B, androidd, 11R, sdk_gphone x86 64 arm64Z.en=
us <j.manual installrjearlylearn.kidslearningworld ..5.0..E0...U"...5827d8162-0elc-48cd-892e-4abd3df95ba8

a

5b69b8a3ec488f391ebe7d64c959c259°. 9. 40T14.5,..8.61:27655582681 :android:£28806842a55c85fD.*Uii0.a..06..c773krK
SSEWVCACBWmM A72@.2... 'X8&.&.°1..0..
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Image: Agence Olloweb (Unsplash license)

Noteworthy examples
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RegenRadar - Vorhersagen & live Wetterradar

WetterOnline GmbH  Weather * k& k¥ 148075 &

o USK: All ages

Contains Ads - Offers in-app purchases

€ wetteronline

I/

| VitalWetter #
X -
Pollenfluginfd e e

Top Funktionen der RegenRadar App:

READ MORE
ADDITIONAL INFORMATION
Updated Size Installs Current Version Requires Android
February 23, 2021 22M 5,000,000+ Varies with device Varies with device

https://play.google.com/store/apps/details?id=de.wetteronline.regenradar
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https://play.google.com/store/apps/details?id=de.wetteronline.regenradar

135 requests
In a minute
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Dragon Family

Dragon Family

Dragon Family Rus  Lifestyle Education *k k4572

o USK: All ages & Ages 6-12

Offers in-app purchases

« “Smart chore list for your kids”

* “Individual to-do list for each child” |

*  “No need to keep track of who does what " e
- the app will do it for you.” @9 x A

Content-Disposition: form-data;
name="video data";
filename="session record.mp4"
Content-Type: multipart/form-data;
Content-Length: 133929 oo .

February 26, 2021 44M 10,000+

Teach your children responsibility and organizational skills. Dragon Family is an easy-to-use

READ MORE

https://play.google.com/store/apps/details?id=com.df.dragonfamily
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https://play.google.com/store/apps/details?id=com.df.dragonfamily

Dragon Family: Video

No more nagging kids
to do chores

« Smartlook.com
» “Analyze user behavior in ways never possible before”

 but: app not targeted to EU citizens and only 10,000+ installs
* is the only one in our data set doing this
 but probably not the only app in the world doing this...

B3 sign up with email

of sign up with

O]«

Have an account? Sign in
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Dragon Family

<« Registration Edit Photo

Dragon Family

(o ) e

| agree to the privacy policy and the terms and
conditions

® -8.7° @

0 C
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Wordscapes

PeopleFun Word * % % % 4 933280 &

o USK: All ages

Contains Ads - Offers in-app purchases

@"Playing Wordscapes 10 mins a day sharpens your mind and prepares you for your daily life and challenges! @*

READ MORE
ADDITIONAL INFORMATION
Updated Size Installs Current Version Requires Android
March 5, 2021 130M 50,000,000+ 1131 4.4 and up

https://play.google.com/store/apps/details?id=com.peoplefun.wordcross
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https://play.google.com/store/apps/details?id=com.peoplefun.wordcross

Wordscapes

"appVersion": "1.13.0",
"appName": "com.peoplefun.wordcross",
"advertisingId": "827d8162-0elc-48cd-892e-4abd3df95ba8",

"sessionId": "75220784-93da-437d-9963-03919%9e2a9430",

[..],

"advertiserId": "827d8162-0elc-48cd-892e-4abd3df95ba8",

"manufacturer": "Google",

"zoneIds": ["vzc4845fb2b25e45d2bb", "vz£f99f130e0baadc0c9f"],

"osVersion": "11",

"carrierName": "Android",

"appId": "appa4a89636aal640al87",

"countryLocaleShort": "US",

"model": "sdk gphone x86 64 arm64",

[..1,

"environment": "Production",

"level": "Warn",

"message": "Controller : [warn] [AppConfiguration] WARNING: TEST MODE ENABLED. PLEASE ENSURE THIS OPTION IS
NOT SET IN PRODUCTION.",

"clientTimestamp": "20210113T15545/7.49/+0L00",

"mediation network": "AppLovin",

"mediation network version": "9.14.10",

"plugin"™: "",

"plugin version":

"batteryInfo": 0.77

nwn
4
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365Scores - Live Scores and Sports News

365Scores LTD  Sports * % % % ¥ 1,037,281 &

o USK: All ages

Contains Ads - Offers in-app purchases

PERSONAL

Wever vis :
A THING $

Live the Game with 365Scores - The complete sports experience!

READ MORE
ADDITIONAL INFORMATION
Updated Size Installs Current Version Requires Android
March 4, 2021 19M 10,000,000+ 11.0.6 4.4 and up
https://play.google.com/store/apps/details?id=com.scores365
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https://play.google.com/store/apps/details?id=com.scores365

365Scores: POST 500KB strings

{

by
{

by
{

by
{

by
{

by

‘+ Technische

"AliasName": "COMMENTS BANNER DOWN",
"Name": "Get the best sports app with live scores, news, videos and comments about every game!"

"AliasName": "COMMENTS BANNER DOWNZ2",
"Name": "3,000,000 already use the best sports app, Get it now and be part of it!"

"AliasName": "FOLLOW TW FOLLOW",
"Name": "Folge uns auf Twitter"

"AliasName": "FOLLOW TW POPUP",
"Name": "VERNETZE DICH MIT UNS UND HOL DIR DIE BESTEN SPORT-NEWS AUF TWITTER"

"AliasName": "FOLLOW TW LINK",
"Name": "365scores"”
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Database queries

* Yahoo Mail:

* POST https://analytics.query.yahoo.com/vl/public/ygl?format=json
&yhlCompressed=true&yhlClient=app&yhlBTMS=1610983165413&yhl1URLEnN
coded=0&yhlEnv=prod&yhlVer=1&cacheAsyncByDefault=true&up=2

e Content: g=INSERT INTO data.track2 (trackdata) VALUES ('[..]")

Ly
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OkCupid

» Dating app OkCupid gt ﬂ e
* Match Group! DATING]DESE RV ES A

BERTER:

Tinder, Plenty Of Fish, OkCupid, Meetic, Matchaffinity,

On OkCupid, you're more than just a photo. You

LoveScout24, Twoo, Neu.de, Partner.de, Amoureux, P e
Lexamore.nl, DisonsDemain.fr, BlackPeopleMeet.com, e Al e ::;eyi::ear:ﬁnn;tm
OurTime, Pairs, ParPerfeito, LDSPlanet.com, you look like. Because you deserve what dating
PetPeopleMeet.com, BBPeople, :,Nh -
InterracialPeopleMeet.com, Chemistry.com, S ek
MarriageMindedPeopleMeet.com, LatinoPeopleMeet.com,
DemocraticPeopleMeet.com, RepublicanPeopleMeet.com,
BabyBoomerPeopleMeet.com, singleparentmeet.com, ... SETTHEATE &
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Let's take a look at the sign-up process

v ACEF ¢} 06Mar1s

Android Emulator - projprakt:5554
325 @

G o

)

Calendar Camera Chrome Clipper

Contacts Drive Files Gmail

Maps Messages OkCupid Phone

PO ¢ o
Play Movi Settings ~ WebView ..  YouTube

< ®
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Let's look at the traffic

e POST https://www.okcupid.com/1/apitun/signup/email
« {"email":"ok.cupid@fmail.party", "password":"1234560k"}

e PUT https://www.okcupid.com/1/apitun/profile details/relationship_type
 {"value":3}

= POST https://data.emb-api.com/v1l/log/logging

"he": false,
"id": "10F16B3535B74D7CATEGFS8FEDSE3AF6T",
"1i": "OC49ACDC63954B608D1BDA9C21FAQ0913",
"n": "billing client exception",
"pr": {
"billing client exception description": "Play Store service is not connected now - potentially

transient state.E.g. Play Store could have been updated in the background while your app was stillrunning.
So feel free to introduce your retry policy for such use case. It should lead to acall to {@link
#startConnection} right after or in some time after you received this code.",

"billing client exception method": "GET PRODUCT DETAILS"
b
"sc": true,
"si": "F297A2306E664B639F9FD0O387AD3FIFE",
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Okay, Cupid?

|
« POST https://images.emb- Tmm@Z:L”w
api.com/vl/screenshot/28r9d/logs/0C49ACDC6395 ust b n the photo

4B608D1BDA9C21FAQ913. jpg
Ii

i 2
Indian User?

* GET https://www.okcupid.com/1/apitun/
profile/me/is_indian_user
« 28 requests in 1m04s

* Response: false

WLy
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Braze

 Logs are sent to Braze { ) )
- "customer engagement platform" °7 . .’
» Not from the recorded session HohE
 POST https://sdk.iad-
@l1l.braze.com/api/v3/data
HTTP/1.1 }
i;ame":

"session id":

"time":

"user id":

by

 But wait! There's even morel!

e POST https://www.facebook.com/tr/

{
"selected next on onboarding essay",
1

"character count

"d@hng p1 At form" -

"i <3 ver.di und gott

(no spaces)": "26",
"Aandroid" -

"essay text": (rom—-kath)"

"Ce",
"adaa3d49-9ee0-4e7c-b31£f-6a7923acab7c",
1614693083.997,

"10455379225072330509"
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https://www.facebook.com/tr/

Form data:

ev: SubscribedButtonClick

U1 CLps /7 wwweoRCcuptuscom/onboarding?post_login=1&clear_history=1
rl:

if: false

ts: 1615040857972

cd[buttonFeatures]: {"classList":"pickmanybuttons-button checkbox-picker-pickmanybuttons-
button","destination":"","id":"","imageUrl":"","innerText" :"Women","numChildButtons":0, "tag":"button"”,"name":"","value"
SRIRTR

* J

cd[buttonText]: Women

SO CaTeS T =

cd[pageFeatures]: {"title":"OKCA App v243"}

cd[parameters]: [1]

SW: 412

sh: 732

udff[fn]: 61950c8964€60e152d9c1946171b9545c619734c8328e096a6dff8c1122c143c
udff[ct]: 215514¢7719216cc237fbcd96aaddbd8c409f13b65db7f69dblb2c4f1e83649a
v: 2.9.5

r: c2

ec: 14

o: 2078

fbp: fb.1.1615040611001.1010838334

it: 1615040780310

coo: false

es: automatic

rqm: SB
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Special categories of personal data

*  “Processing of [special categories of personal data] shall be prohibited.” (Art. 9(1) GDPR)

» This applies to the following data:
 racial or ethnic origin
« political opinions
 religious or philosophical beliefs
« trade union membership
« genetic data, biometric data for the purpose of uniquely identifying a natural person
« health data
« data on a natural person’s sex life or sexual orientation
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So, can this data not be processed at all?

» Art. 9(2)(a—j) GDPR lists exceptions under which processing of
special categories is allowed; relevant in the context of an app:
» explicit consent given for a specific purpose (lit. a)
« concerned data is manifestly made public by the user (lit. €)

* Neither of these are applicable for OkCupid:

* No consent at all is given, app only points out the privacy policy
on the signup screen: “Learn how we process your data in our
Privacy Policy and Cookies Policy”.

« User doesn’t make their data public. Profiles are only visible for
other users that are ‘matches’ and the answers to the questions
are never shown to other users but only used for the matching
algorithm.

801 @ PLE

lokcupid] SIGN IN

You're about to go on
better dates

We go beneath the surface to show off
the real you. How's that for a change?

By Continuing, you agree to our Terms. Learn how we process
your data in our Privacy Policy an:

JOIN OKCUPID
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Grindr

* In January 2021, the Norwegian DPA fined gay dating app Grindr almost 10 Mio € after
complaints about the app sharing data with third-parties for advertising. [1]

« Data allegedly shared is much less comprehensive than what we saw with OkCupid.
‘Only’ location and the fact that person uses Grindr is transmitted.

» The decision by the DPA [2] hinges on two breaches of the GDPR:
* No legal basis for processing. Grindr claimed to rely on consent but that did not meet

the high requirements set by the law.
» Prohibited processing of special categories of personal data without an exception.

Grindr claimed to rely both on consent and the data being made public by the user
through the app. DPA denies both.
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https://noyb.eu/en/gay-dating-app-grindr-be-fined-almost-eu-10-mio
https://www.datatilsynet.no/contentassets/da7652d0c072493c84a4c7af506cf293/advance-notification-of-an-administrative-fine.pdf

BBC

237 @ v4i

"channel": { __

"android api version": 30, ilesday,Janilo)

"app version": "1.21.4.12594",

"device model": "sdk gphone x86 64 arm64",

"timezone": "Europe/Berlin",

"android": { "delivery type": "fcm" },

"set tags": true,

"device type": "android",

"locale country": "US",

"tags": [1],

"carrier": "Android",

"background": true,

"sdk _yversion": "13.3.1",

"opt in": true,

"locale language": "en",

"push address":
"dDc_ EUGETVmemiPTJcWuyl:APA91bH6805tRxpewIV6Ok2rYLInH
ZHbBRXtgyy33jdRrznU2TL3K46VItBmBVIUMXLIGdQz35unVZLs £
euzZfZFMx46XJ0c atsLQzpDFIrnhW5T7PyPlcO-
1YOMRj4PT9phFi0286Qm2"
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Strava (Snowplow)

"schema": "iglu:com.snowplowanalytics.snowplow/payload_data/jsonschema/1-0-4",

"data": [
{

"p": "mob",

"eid": "9864fb7b-fca6-4469-8924-c8ab6d252515",

ety tandr-0.6.2",

"e": "“ue",

g

"schema":
"data": [

{

"iglu:com.snowplowanalytics.snowplow/contexts/jsonschema/1-0-1",

"schema": "iglu:com.strava/application/jsonschema/1-1-0",

"data": {
"app_language": "en",
"release_stage": "production",
"development_settings_enabled": false,
"device_language": "en-US",
"version": "185.8 (1217210)",
"device_year_class": 2013,
"platform"”: "android"

"schema": "iglu:com.snowplowanalytics.snowplow/client_session/jsonschema/1-0-1",

"data": {
"sessionIndex": 1,
"storageMechanism"”: "SQLITE",
"firstEventId": "627945c9-e940-4869-b5e2-84e7963c88cf",

"sessionId”: "41fbc79c-e2f9-4e5f-b8c1-86ac4364da39",

"previousSessionId": null,
"userId": "93e09047-f9bd-4652-97af-1d5cf87ae990"
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Conclusion

« Android eco system pretty much broken Such practice is pretty
« Baptiste “@fs0c131y” Robert was right standard and you can be
» almost every app sends data to third parties assured that most apps
 without any prior user input! you use have the same

* lots of GDPR violations data-retrieval process.
» we will file a complaint against OkCupid

* but there are alternatives.. — @fs0c131ly in TikTok:
» Android allows other app sources like F-Droid Logs, Logs, Logs
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Future Work

» other app stores

» more powerful host — more apps

» testing on actual devices instead of emulation

» sophisticated data analysis

* clustering, ...

analysis of privacy impact

inspect European/German apps using offending frameworks
 better leverage for complaints

Is the iOS eco system better?

» Hint: OkCupid on iOS is an offender as well...
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